ANNUAL
REPORT

2022

The Polish Internet
security landscape

CERT.PL



ANNUAL
REPORT




NASK-PIB/CERT Polska

Kolska 12 Street, 01-045 Warsaw

tel. +4822 38 08 274
fax +4822 38 08 399
e-mail: info@cert.pl

www.cert.pl/en




CERT.PL>_

NASK ANNUAL REPORT FROM THE ACTIONS OF CERT POLSKA 4
Introduction 6
About CERT Polska 8
Calendar 10
Activities of CERT Polska 15

List of Malicious Domains 16
#BezpiecznyPrzemyst (Safe industry) 17
Exercises and competitions 20
Cyber Europe 21
Locked Shields 23
European Cyber Security Challenge 25
CTF stage 27
Promotional and educational operations, or how we built the Poles’ awareness in 2022 29
Incidents and threats 33
Annual summary in the context of incidents reported 34
SMS reports 38
Known phishing campaigns carried on in 2022 41
New campaigns observed in 2022 53
Ransomware 68



CERT.PL>_

NASK ANNUAL REPORT FROM THE ACTIONS OF CERT POLSKA 5
UNCT151/Ghostwriter activities 73

Data leaks 76
Major vulnerabilities in 2022 79

War in Ukraine - the impact on cybersecurity 84
Attack on Viasat, a satellite Internet network 86
DDoS attacks conducted by Russian hacktivists 87
Known campaigns using the war motif 90

False coal stores as an effect of the war-related energy crisis 96
CERT Polska projects 100
MeliCERTes 101
Cyber Exchange 103
JTAN 104

n6 105
MWDB Lab 106

Statistics 107






CERT.PL>_

NASK

ANNUAL REPORT FROM THE ACTIONS OF CERT POLSKA 7

Known techniques, new circumstances and increas-
es in cybersecurity awareness. These key phrases
can summarise the events in Polish cyberspace
for 2022.

We still notice mass phishing campaigns, but also
phone number spoofing or cases of identity thefts.
These mechanisms based on social engineering
tricks, are consistently among the most commonly
used by cybercriminals. At the same time, thanks
to numerous educational campaigns and warnings
in social media, the threat-related knowledge has
improved. This was reflected in a record-breaking
number of reports. Throughout 2022, we received
more than 322,000 reports, while more than 39,000
incidents were handled. 25,625 incidents were clas-
sified as phishing.

Apart from taking a close look at the prominent cy-
bersecurity campaigns, the report also includes de-
scriptions of our ongoing research and development
projects, including open-source tools. Statistics
regarding the incidents and threats reported in the
Polish operator networks are also worth noting. The
report also covers ransomware and actions utilising
“false investments”. Backed up by in-browser and
social media advertisements, well-prepared web-
sites encouraged the use of savings in a seemingly
secure manner. False investments with a war-like
background were certain novelties.

This is only one of the examples showing that the
situation beyond our eastern border affected na-
tional cybersecurity. The events that we directly
associate with the war in Ukraine also include mass
DDoS attacks aimed at portals owned by relevant
Polish business entities or the emergence of false
heating fuel storage. We decided to dedicate an
entire section of this report to such operations.

It's not a secret that the international situation
influences cyberspace. Despite the threats, it also
initiates opportunities. One of them is cooperation,
in particular at the operating level. We believe that
this can be deepened in the years to come, obtain-
ing tangible results in limiting unfavourable online
phenomena. In the meantime, feel free to read
our analysis.

Enjoy your reading!



ABOUT
CERT POLSKA
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We care about Polish Internet security. This sentence
most accurately reflects the meaning and aim of
our work.

CERT Polska is the first Polish computer emergency
response team. Through our effective operations,
since 1996 we have become a reliable and renowned
partner among experts and in the public sector.
Today we build a similar position among citizens,
through reliable report handling and education-
al operations.

The CERT Polska team acts within the structures of
NASK — National Research Institute, and executes
some of the tasks of NASK's CSIRT team in accord-
ance with the Act on National Cybersecurity System.
We are a team responsible for security-incident
handling as well as cooperating with similar units
worldwide, in terms of operations, research and
implementation activities.

According to Article 26 of this Act, we are responsi-
ble for:

* monitoring threats and incidents at the nation-
al level,

+ responding to the incidents reported;

+ coordinating the process of handling incidents;

+ performing advanced analyses of malware and
vulnerabilities;

+ developing tools and methods to detect and
combat cybersecurity threats;

+ conducting awareness-raising activities in the
cybersecurity area.

We also coordinate incidents reported by:

« units from the public finance sector indicated
in Art. 9, sections 2-6, 11 and 12 of the Act of 27
August 2009 on public finances;

* units subordinate to or supervised by govern-
ment administration authorities, excluding units
referred to in section 7, item 2 of the Polish Act
on the national cybersecurity system:;

* research institutes;

»  Office of Technical Inspection;

« Polish Centre for Accreditation;

« National Fund for Environmental Protection
and Water Management, as well as voivode-
ship-based funds for environmental protection
and water management;

« commercial law companies performing public
service tasks within the meaning of Art. 1, section
2 of the Polish Act of 20 December 1996 on mu-
nicipal management;

- digital service providers, except for those listed in
section 7, item 5 of the Polish Act on the national
cybersecurity system;

« key service providers, except for those listed in
section 5 and 7 of the Polish Act on the national
cybersecurity system;

« entities other than those listed in sections 5 and
7 of the Polish Act on the national cybersecurity
system;

* natural persons.

A vital aspect of our work is also to build cybersecu-
rity awareness and proactive seeking of solutions
to the challenges faced by the above institutions.
We take an individual approach to each report. We
provide support and content-related assistance.
We monitor trends in cyberspace and maintain
statistics. We effectively warn and inform. For more
details about our daily work, see the text below.
Welcome to our report!



CALENDAR
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JANUARY
|

10/01

28/01

FEBRUARY
|

20/02

24/02

MARCH

03/03

17/03

31/03

Password knowledge base

https://cert.pl/hasla/

How was it possible to acquire data on (non-)vaccinated Poles?

https:/niebezpiecznik.pl/post/jak-mozna-bylo-pozyskac-dane-na-temat-nie-
zaszczepionych-polakow/

Attack on Polish Medical Air Rescue. The intruders demanded PLN 1.5 million

https:/niebezpiecznik.pl/post/atak-na-lotnicze-pogotwie-ratunkowe/

Recommendations in response to the increased level of threats in cyberspace
triggered by the situation in Ukraine

https://cert.pl/posts/2022/02/rekomendacje-cyberprzestrzen-ukraina/

Money.pl was hacked. The intruder wanted Ukraine to lose

https:/niebezpiecznik.pl/post/portal-money-pl-zhackowany-przez-sily-prorosy-

iskie/

A time processing error has paralysed PKP today. Other state railways have
been affected too

https:/niebezpiecznik.pl/post/cyberatak-na-pkp-ktorego-nie-bylo/

Please note: a critical vulnerability in Spring Core. Spring4Shell. Applications/
systems can be taken over (without authentication) (RCE).

https:/sekurak.pl/uwaga-krytyczna-podatnosc-w-spring-core-spring-
4shell-mozna-przejmowac-bez-uwierzytelnienia-aplikacje-systemy-rce/
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APRIL

01/04

04/04

MAY

07/05

31/05

JUNE

18/06

Browser In The Browser attacks

https:/cert.pl/posts/2022/04/ataki-browser-in-the-browser/

Land and mortgage register book numbers were visible again at Geoportal,
but it was due to an error

https:/niebezpiecznik.pl/post/numery-ksiag-wieczystych-znow-byly-widoczne-

w-geoportalu-ale-to-byl-blad/

A vulnerability in the government website. You could have downloaded
the “classified data” of sole traders

https://niebezpiecznik.pl/post/dziura-w-rzadowym-serwisie-mozna-bylo-po-
brac-dane-niejawne-przedsiebiorcow-jednoosobowych/

Twitter fined. They have to pay USD 150 million for using user's telephone
numbers for advertisements

https:/niebezpiecznik.pl/post/twitter-ukarany-zaplaci-150-milion-
ow-dolarow-bo-wykorzystal-numery-telefonow-uzytkownikow-do-reklam/

A critical vulnerability on Zimbra — you can easily steal other users’ e-mail
passwords

https://sekurak.pl/krytyczna-podatnosc-w-zimbra-w-latwy-sposob-moz-
na-wykradac-hasla-do-e-maili-uzytkownikow/

https://www.sonarsource.com/blog/
zimbra-mail-stealing-clear-text-credentials-via-memcache-injection/
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JULY

19/07

AUGUST
|

10/08

20/08

SEPTEMBER
|

20/09

23/09

29/09

Development of UNCT151/Ghostwriter attack techniques
https:/cert.pl/posts/2022/07/techniki-uncl151/

UOKIiK going to war with banks as they ignore customers being robbed online

https:/niebezpiecznik.pl/post/uokik-idzie-na-wojne-z-bankami-bo-ignoruja-
klientow-okradzionych-przez-internet/

Mass Exploitation of (Un)authenticated Zimbra RCE: CVE-2022-27925

https://www.olexity.com/blog/2022/08/10/
mass-exploitation-of-unauthenticated-zimbra-rce-cve-2022-27925/

Bitcoin ATMs hacked using trivial cormmunication errors

https://zaufanatrzeciastrona.pl/post/
bitomaty-zhakowane-przez-trywialne-bledy-konfiguracji/

The government eFaktura.gov[]pl website has been hacked.

https:/niebezpiecznik.pl/post/rzadowy-serwis-efaktura-gov-pl-zhackowany/

Personal data of SGH students leaked. It was presented on Bing for a month

https://niebezpiecznik.pl/post/wyciekly-dane-osobowe-studentow-sgh/

Personal data of the Medical University of £6dz students leaked. Now we now
whose and which!

https:/niebezpiecznik.pl/post/wyciekly-dane-studentow-z-uniwersytetu-medy-
cznego-w-lodzi/

New Microsoft Exchange zero-days actively exploited in attacks

https:.//www.bleepingcomputer.com/news/security/
new-microsoft-exchange-zero-days-actively-exploited-in-attacks/




CERT.PL>_

NASK

ANNUAL REPORT FROM THE ACTIONS OF CERT POLSKA 14

OCTOBER
|

14/10

26/10

NOVEMBER
|

02/11

09/11

DECEMBER
|

13/12

22/12

New “Prestige” ransomware impacts organisations in Ukraine and Poland

https:.//www.microsoft.com/en-us/security/blog/2022/10/14/
new-prestige-ransomware-impacts-organizations-in-ukraine-and-poland/

Hubert registered a domain with “gmail”, CERT Polska noticed it, and now
Hubert has a blocked account and angry customers

https:/niebezpiecznik.pl/post/hubert-zarejestrowal-domene-z-gmail-w-nazwie-
cert-polska-to-zauwazyl-i-teraz-hubert-ma-zablokowane-konto-i-wkurzonych-
klientow/

A cyberattack (possibly ransomware) at the Institute of the Polish Mother's
Memorial Hospital in t6dz

https:/sekurak.pl/cyberatak-mozliwy-ransomware-w-instytucie-cen-
trum-zdrowia-matki-polki-w-lodzi/

The TVP Sport YouTube channel was hacked
https:/niebezpiecznik.pl/post/kanal-sportowy-tvp-zhackowany/

A critical vulnerability in Fortinet FortiOS SSL-VPN (CVE-2022-42475)
https://cert.pl/posts/2022/12/krytyczna-podatnosc-fortios/

Lastpass: the attackers obtained access to encrypted user password bases.
No total panic, but also not good (the last barrier remains)

https://sekurak.pl/lastpass-atakujacy-uzyskali-dostep-do-zaszyfrowanych-baz-
hasel-uzytkownikow-nie-ma-totalnej-paniki-ale-tez-nie-jest-dobrze-zostaje-
jeszcze-ostatnia-bariera-do-przelamania/

https://cert.pl/posts/2022/12/lastpass-wyciek-bazy-danych/




ACTIVITIES OF
CERT POLSKA
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The CERT Polska team continues the List of Mali-
cious Domains project, allowing us to protect Polish
Internet users from the threats lurking for them
every day. With the list, telecommunication oper-
ators (and other entities which have implemented
the list) may prevent access to the domains includ-
ed in the list, ultimately improving the security of
their users.

In 2022, the List of Malicious Domains kept by CERT
Polska celebrated its second anniversary. From
the beginning to the end of 2022, a total of 43,283
domains were introduced to the list, which have
prevented nearly 21 million attempts to solve the
mnemonic names of malicious websites. Comparing
these statistics to 2021, the above figures increased
by: 28% and 34%. As far as we are concerned, the
provided statistics prove the need to keep and
develop the list. A growing number of entities and
products making use of the list is what pleases us.
In consequence, the number of inquiries relating
to the contents of the list sent to our server is also
growing — comparing 2021 and 2022, the increase
exceeded 142%.

In summarising 2022, it is worth mentioning the
more than 220,000 reports (submitted via the
“report malicious domain” option at our website and
automatic systems, including SMS-based reports)
containing suspicious domains. The reports are
among the main tools with which we can monitor
emerging threats more closely.

The campaign with the highest number of views
with domains included in the List of Malicious

Domains by our team was a false Facebook site with
a "“bombshell” to be accessed after signing in —in
this way the attackers phished for account creden-
tials from their victims. For more details about this
campaign, see our website?.

The List of Malicious Domains kept by our team was
also included in a draft act on combating abuse in
electronic communication. This should allow us
to protect even more users of the Polish Internet.
We have additionally started collaboration with
Quad9? which blocks domains in the list for users
of this service.

We continue to encourage you to report identified
threats at https:/incydent.cert.pl/ and to send sus-
picious SMS messages to +48 799 448 084, allow-
ing our team to respond even faster to incidents.
Here we would also like to thank all the people who
provide extremely valuable details in their reports,
contributing to the increase in the security of the
users of the Polish (and not only) Internet.

1 https://cert.pl/posts/2022/04/facebook-weryfikacja/

2 https://quad9.net/, resolver address: 9.9.9.9


https://cert.pl/posts/2022/04/facebook-weryfikacja/
https://quad9.net/
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2022 was another year where we continued with
#BezpiecznyPrzemyst. Within the framework of
this project, we propagate the enhancement of
the level of cybersecurity in the Polish industrial
infrastructure. The area of our operations is being
expanded, but we mainly focus on systems available
from the public Internet, such as PLCs or operator
panels (HMls). It was also a year in which we created
a system that automates our work — we called
it Snitch.

FIG.1 A screenshot of the panel with Snitch list of rules

SNITCH

Snitch is a system used to automatically monitor
the exposure of OT/loT devices to the Internet
using search engines such as Shodan, Censys and
Zoomeye based on a catalogue of queries (dorks).
The app also allows users to regularly send threat
notifications to the associated abuse contact.

With Snitch you can create rules under which search
queries are defined. These queries are defined on
the basis of a knowledge base developed in-house
by CERT Polska. Our goal is to cover as many indus-
trial systems commonly used in Polish plants as
possible. An example list of systems monitored by
Snitch is presented in Figure 1.

Then Snitch cyclically polls the search engines and
stores the detected IP addresses. Another module
generates reports in the form of e-mail messag-
es based on a predefined template, searches for
a contact address (abuses) for a given IP address
and sends a message.

The second contact channel used by Snitch is to be
n6. Due to hindered access to the actual system
owner, an additional channel increases this chance.

It is worth emphasising that scanning processes
are done on a regular basis, which allows scanning
the status of disconnecting undesirable equipment
from the Internet and to escalate to manual analysis
if no actions are taken by the recipient.
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INTERESTING FINDINGS

During the year, we acted on numerous cases where
it was possible to remotely take complete control
of an industrial process. In every case we contacted
and worked together with the owners to solve the

FIG. 2 An HMI to manage a bitumen emulsion storage silo

problems. An intriguing example can be the HMI
identified by us, allowing the management of a silo
to store bitumen emulsion (Fig. 2).

The trend we are seeing is significant growth in
the number of RES (Renewable Energy Sources)
plants, connected directly to the Internet. This also
applies to large-scale plants. For example, we once
managed to find a controller and a camera which
were available remotely, without authentications, at
a 110/20 kV HV power station responsible for power
transmission from a 14 MW wind farm (Fig. 3). On
another occasion we came across a power substa-
tion connected to a photovoltaic farm (Fig. 4).

FIG. 3 A controller of the power station responsible for power transmission from a wind farm
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FIG. 4 A controller for the power substation responsible
for power transmission from a photovoltaic farm

Another area of our operations is to search for
previously unknown vulnerabilities, with particular
emphasis put on equipment used in Poland. In
one year we managed to find a Directory Travers-
al vulnerability in the Payara web server that also
applied to its versions for embedded equipment
(Payara Embedded) — CVE-2022-374223. We also
found a vulnerability allowing the system files to be
read remotely without authentication in a popular
SCADA offered by a Polish manufacturer. As of the
date of development of this report, unfortunately, no
patch for this vulnerability has been released.

3 https://cve.mitre.org/cgi-bin/cvename.
cgi?name=CVE-2022-37422
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The CERT Polska team regularly participates in
national and international exercises, testing both
technical threat analysis skills and incident response
procedures. The most important ones are annual

Locked Shields defence exercises, biannual Cyber

Europe exercises and the European Cyber Security
Challenge for youth.
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“Cyber Europe” is a regular exercise-based event
organised by the European Union Agency for Cy-
bersecurity (ENISA). The exercises cover a simulation
of a European-wide crisis situation during which
national teams can test the operating procedures
and scenarios prepared for large-scale incidents.

The goal of “Cyber Europe” is to test crisis control
procedures in the event of an international cyber-
space crisis (in IT networks and systems) — both
internal (in individual organisations at the level of
Member States and in individual sectors) and Euro-
pean level procedures (for SOP — Standard Operat-
ing Procedures).

This is particularly important in cybersecurity as
crisis situations in cyberspace have a potential to
become real, physical threats (e.g. loss of power,
connectivity issues). If such a situation arises, com-
puter emergency response teams (CERT or CSIRT)
are required to cooperate with crisis control teams
and centres, media teams, as well as with public
administration and the private sector (each edition
concerns a different industry sector).

The first edition of “Cyber Europe” was held in 2010.
Two years later, the exercises concerned the banking
sector, and now in 2014 the power and telecommu-
nication sector. The exercises in 2016 were attended
by Internet providers and IT security companies. The
fifth edition in June 2018 was associated with the
civil aviation sector. Cyber Europe 2022 was aimed
at the healthcare crisis.

The procedures developed by the Member States
and ENISA in the previous editions became the
cornerstones of the European Commission's recom-
mendations on coordinated responses to large-scale
incidents and crises. The recommendations contain
framework procedures and the organisation of Euro-
pean cooperation on strategic and operating levels.

The scale of the exercises is best described by the
figures. The sixth edition was attended by 29 coun-
tries from the European Union and the European
Free Trade Association, with EU agencies dealing
with cybersecurity operating in the healthcare
sector, such as the European Commission, CERT-EU,
Europol, EMA, ENISA. In total, 302 organisations (164
from the public sector) and 918 teams or experts in
the fields of cybersecurity, crisis control and com-
munication participated in the exercises.

Poland was represented by: NASK — National Re-
search Institute with CSIRT NASK operating within
its structure, in which CERT Polska carries out
technical tasks, CSIRT GOV, public administration
represented by the Government Centre for Security,
the Chancellery of the Prime Minister, the Ministry
of Health, e-Health Centre, as well as the telecom-
munication network provider along with hospital
and laboratory entities from the healthcare sector.
Overall, there were 15 teams from 11 organisations.

During the two-day exercise the Polish participants
exchanged hundreds of e-mail messages. Entities
operating within the framework of the National
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Cybersecurity System additionally used the existing
communication channels appropriately to the devel-
oping course of events. In this way the infrastructure
was positively tested. The healthcare sector entities
had an occasion to familiarise themselves with the
form intended to report IT security incidents and the
process of handling such events.

The exercise scenario included security incidents in
IT networks and systems relating to the breach of
protections, loss of data, or unauthorised access to
data and violation of the GDPR provisions. What is
more, events having a direct impact on human life
occurred, such as an attack aimed at implantable
cardioverter defibrillators stimulating a patient’s
heart beat and media incidents associated with
combating disinformation or crisis communication
control. The scenario also covered potential threats
for the remaining industry sectors that might have
spread due to inappropriate incident handling.

The entire exercise was performed in an environ-
ment specifically created for this purpose to simu-
late the real world. Copies were created of the most
frequently used sources of event information: news
portals, social media platforms, welbsites used to
share code snippets, and much more. The whole
process was managed using e-mail messages sent
by an organisation committee from the European
Union Agency for Cybersecurity. The organisers
were supported by local moderators, taking care to
ensure the exercise is performed seamlessly at the
national level.

Technical events, checking the experience of expert
IT security incident response teams with regard to
the performance of post-hacking analyses, auto-
mated open source analyses, analyses of samples
of malware and other operations were the essential
aspect of the exercise. The technical tasks com-
prised incidents, where the removal of their effects
affected the crisis response efficiency.

Post-exercise findings and recommendations were
drawn up when November turned into December
2022. The content of the report agreed on the Euro-
pean level was submitted to national coordinators
and exercise participants. The publicly available
section of the report concerning the organisation
and course of the exercise is published at ENISA

welbsite* There are also reports from the previous
Cyber Europe editions. It should be pointed out that
the major part of observations and lessons learned is
not published. They constitute proprietary informa-
tion — classified information of public administration
and trade secrets of the companies participating in
the exercise. The exercises gave the opportunity to
train for better cooperation between cybersecurity
contact points and crisis control centres. In terms of
procedures on the national level, the cooperation of
NASK and the Government Centre for Security was
tested with regard to the initiation of the Critical In-
cident Team and its relationships to the Government
Crisis Control Team. This operation was one of the
goals of the national exercises and allowed check-
ing one of the assumed options for responding to
incidents and their escalation from the organisation
to the national level. We can use this experience
when future updates to the crisis control plans are
prepared. Cooperation was checked between the
cybersecurity entities and the healthcare entities
on the technical and procedure level. It was ver-
ified whether cooperation is sufficiently mature
to allow countering a complex threat occurring in
cyberspace, but having a real, physical effect on
healthcare entities. Deficiencies and drawbacks
were noticed, in particular in communications and
the ongoing exchange of information. The deficien-
cies mainly concerned the insufficient rate of infor-
mation flow associated with the will to solve tasks
independently on the side of the attacked entity.

4 https://www.enisa.europa.eu/publications/cyber-europe-2022-after-ac-

tion-report
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Locked Shields is the most extensive and advanced
cyber defence exercise in the world. For the last
12 years (except for 2020), it has been organised
during the spring by the NATO Cooperative Cyber
Defence Centre of Excellence (CCDCOE) based in
Estonia. The exercises are attended by countries
financing the operation of the Centre, institutions
belonging to NATO and the European Union, as
well as selected commercial entities and research
institutions. In the exercise scenario, each national
team acts a “blue” team, which means it responds to
IT security incidents. At the request of the fictitious
country of Berilia, every “blue” team protects the
simulated part of its IT infrastructure from hostile
actions taken by the “red” ream. The tasks of the
“blue” teams include more than defensive measures,
such as network protection and attaching detection
and prevention, but also information exchange as
part of international allied cooperation. This happen
under significant time pressure in a previously
unknown environment. The “red” team actions are
taken to simulate a well-organised, hostile team uti-
lising tactics, techniques and procedures of an APT
(*advanced persistent threat”) funded by a foreign
country. In 2022, over 2000 professionals from 32
countries participated in the exercises.

As part of a simulated military base, each “blue”
team was tasked with defending 220 IT systems:
from standard systems, such as workstations,
servers, network equipment and cloud solutions, to
specialised systems, such as an air defence system,
isolated 5G network and industrial infrastructure
systems, power generation and distribution system
and water treatment process. This year's novelty was

a simulated national financial system with a central
bank and a clearing house. Systems defended by 24
“blue” teams were subjected to over 8,000 attacks.

The exercise structure requires each team to coor-
dinate multiple aspects of cyber security manage-
ment when faced with a hybrid conflict. Apart from
securing systems and repelling attacks as part of
the incident response operations, the blue teams
are also expected to share information through
international cooperation, and then participate in
intertwined parallel exercise paths comprising:

« |IT forensics analysis, in which teams, during
a dedicated “Capture The Flag” competition,
must analyse storage media images received
and reconstruct the course of an incident;

* mass media analysis, where the effectiveness
is tested of responding to disinformation activ-
ities in a simulated traditional and social media
environment;

« legal analysis, during which teams must prepare
a number of legal analyses in the field of inter-
national law;

« strategic activities, in which selected crisis man-
agement processes are tested.
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In 2022, the combined Polish and Lithuanian team,
led by the Polish officer from the Cyberspace Se-
curity Component Headquarters and consisting
of military and civilian experts, i.e. CSIRT teams,
national institutions, critical infrastructure entities
and companies operating in the banking and tele-
coms sectors, took second place, which was quite
a feat. The exercises were won by Finland, while the
runner-up was an Estonian and Georgian team.

In 2022, CERT Polska and NASK experts managed
the operations of as many as four sub-teams within
the Polish national teams:

+ special systems (including industrial infrastruc-
ture and 5G networks);

+  web applications;
«  network infrastructure;

+ legal matters.

FIG. 5 A simulated current distribution system under Locked Shields exercise; photo: CCDCOE
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European Cyber Security Challenge is the youth Eu-
ropean championship in cybersecurity. Organised
annually, this event launched by the European Com-
mission in 2013 aims to popularise cybersecurity-re-
lated issues and encourage young people to pursue
a career in this area. Since 2016, the event has been
organised by ENISA. A Polish team participated in it
for the first time in 2018.

Before the finals, each country must select a 10-
member team consisting of 5 people aged between
14 and 20 and 5 people aged between 21 and 25.
Similarly to other countries, Poland organises the
national qualifications of the representatives. From
the very beginning, the CERT Polska team is respon-
sible for organisation, care for the Polish team and
its participation in the finals.

The individual qualifying competition (Capture The
Flag) conducted between 15-17 July on the hack.
cert.pl platform attracted 82 participants, 59 of
whom completed at least one task. Participants
strove to handle tasks in the following categories:
web application security, reverse software engi-
neering, exploiting security vulnerabilities, cryptog-
raphy, computer forensics and electronics. Krzysztof
Hatadyn was the winner of the qualifying stage,
where Grzegorz Uriasz was the captain of the team.
Everybody may pit their wits against the actual
contest tasks from the last-year's and current qual-
ifications available at https:/hack.cert.pl.

The finals were held on 13-16 September in Vienna.
In 2022, a record-breaking number of 28 national
teams participated. In the final competition the
Polish team took fifth place. The podium was taken
by, respectively, Denmark, Germany and France. The
2023 finals are to be held in Norway.


https://hack.cert.pl
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FIG. 6 Polish team during ECSC finals in Vienna; photo: NASK
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Capture The Flag (CTF) events are competitions for
cybersecurity teams. They are organised by scien-
tific institutions, governments, non-governmental
organisations and CTF teams. They can be divided
according to their forms and locations. “Jeopardy
is the most popular formula for the competition, in
which teams choose from a dozen to several dozen
tasks of varying difficulty in several categories, i.e.
web application security, reverse engineering and
exploitation of detected vulnerabilities, cryptogra-
phy or IT forensics analysis. Solving a task ends with
acquiring a hidden “flag”, i.e. a piece of text, which
the teams exchange for points on the competition
platform. The team with the most points wins. This
formula is employed for European Cyber Security
Challenge finals and qualifications to the Polish na-
tional team. An “attack/defence” exercise is another
formula employed for CTF competitions, in which
each team receives an identical copy of an IT infra-
structure on which the tasks-applications prepared
by the organisers are run. The competition com-
prises rounds lasting several minutes, during which
each team tries to steal flags from the other teams'’
systems. The winning team is the team that loses
the smallest number of flags (it can quickly identify
vulnerabilities and secure its services) and steals as
many of them as possible (it manages to use the
vulnerabilities found and to bypass the security
measures implemented by the other teams).

n

The most prestigious competitions combined both
formulas, i.e. qualifiers conducted on-line using
the “jeopardy” formula and on-line finals employ-
ing the “attack/defence” formula. The latter usually
take place during international cybersecurity con-
ferences. The pandemic still causes most regular
conferences to be held on-line, which has a negative
impact on the global CTF stage.

The first place in the world CTFTime ranking in 2022
was taken by the “organisers” team, consisting of
members of university teams from Switzerland,
GCermany and Great Britain. The runner-up was
the American and Korean “perfect rOOt" team. The
Chinese “Never Stop Exploiting” team was ranked
third. The Polish “justCatTheFish”, “p4" and “Dragon
Sector” teams took the 7th, 21st and 68th places,
respectively. In 2022, “justCatTheFish” and “p4” also
organised subsequent editions of their contests.
Both were won by the Russian “C4T BuT S4D" team.
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2022 also saw the third edition of the “Hack-a-Sat” IT
security in the space industry competition organ-
ised by the American army. The “Poland Can Into
Space” team consisting of “p4” and “Dragon Sector”
members again participated in this competition.
The qualifiers, conducted using the “jeopardy”
formula as in the previous years, were won again by
the Polish team. This allowed them to participate in
the finals, i.e. an “attack/defence” formula compe-
tition, meaning that teams must not only control

their satellite, but also defend it against other teams'’
attacks and steal flags from systems installed on
the simulated satellites of other teams. The “Poland
Can Into Space” team was also at the top in the
final classification, improving their last year's result
(second place). According to the contest rules, for
the victory they not only received a financial award
(USD 60,000), but it also paved the way to the 2023
finals that is to be held during the Defcon confer-
ence in Las Vegas.

FIG. 7 “Poland Can Into Space” members during the Hack-a-sat finals in 2022



CERT.PL>_

NASK

ANNUAL REPORT FROM THE ACTIONS OF CERT POLSKA 29

The last months of 2022 brought about significant
changes in the number of reports received by
CERT Polska. How significant were the changes?
What was their origin?

Until November of the previous year, a monthly
number of reports processed by the CERT Polska
team varied from 10,000 to 36,000. The end of the
year shifted this dynamic. In November we received
42,000 reports, and in December 85,000! The total
number of reports in 2022 was 322,479, while the
result from the year before is “merely” 116,071 reports.
The calculation is easy — the monthly average from
2021 did not exceed 10,000 reports. So what hap-
pened in Polish cyberspace during the last months?
And what changed the attitude of the Polish users
to sending reports?

There is probably no straightforward answer to this
question. Regular growth in the activities of cyber
criminals is a fact. Their attacks become increasingly
bold and occur on a massive scale more frequently,
such as the phishing campaigns described in this
report. The war in Ukraine has undoubtedly had
an impact on Polish cyberspace too. Its effects are
described in greater detail in this document. But
what changed the most is user awareness. Poles
identify threats more skilfully and report them to
CSIRT NASK more willingly.

The recognition of CERT Polska is not without signifi-
cance. The growing reliability and “popularity” of the
institution from the Poles’ perspective is caused by
educational and promotional campaigns conducted
in 2022. They included both radio and TV spots, as
well as operations carried out in the CERT Polska
social media.

These locations, in which we emphasised the value
of sending us suspicious SMS messages, were
launched in mid November. Overall, the advertise-
ment was broadcasted on television and in Pol-
ish-wide and regional radio broadcasting stations
more than 500 times, which covered an audience
of about 30 million users. It was also broadcasted
during prime time, e.g. prior to football World Cup
matches. We saw a clear effect from these spots -
every time they were broadcasted, they increased
the number of reports.
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FIG. 8 A fragment of the advertisement broadcast as part of the TV campaign

This all happened during the campaign, where ex-
amples of how cyber frauds act were accompanied

by details showing how and where to report their
disturbing activities.

FIG. 9 A fragment of the advertisement providing contact details to send reports
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Beyond that, we conducted educational activities
on social media channels supported by our experts
who appeared in leading radio and TV stations.

Warnings issued on a regular basis should attract
particular attention. They relate to the fraud cam-
paigns with the largest scale and are published at

FIG. 10 An example warning published on social media

Apart from ad hoc warnings posted on social media
channels, we also publish ongoing educational
cycles — in October and November they included
a series of “CyberWiesz" (CyberKnow) graphics pre-
senting basic cybersecurity issues, such as social

the same time on CERT Polska Facebook, Twitter
and LinkedIn pages. The regular character of the
publications, current matters and socially relevant
issues cause the posts prepared by CERT experts
to reach up to several hundred thousand viewers.

engineering, spoofing or installing applications from
untrusted sources. In December, we introduced
network cybersecurity terms in the form of “Cyber-
Kalendarz” (CyberCalendar).
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Fig. 11 Example illustration created for #CyberWiesz

We not only built a professional image — we attend-
ed key industry conferences, including Confidence
or Oh my hack, participated in international contests
and exercises (described in this report) and provided
hackathon participants with professional support.

Was it worth it? The answer is clear. Enhancing rec-
ognition and trust turns into a growing number of
reports. These reports then build a more complete
image of Polish cyberspace and allow more efficient
actions and warnings. That is the whole point of
CERT Polska team operations.



INCIDENTS
AND THREATS
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Another year and another record in registered and
handled cybersecurity incidents by the CERT Polska
team, acting from 2018 as the CSIRT NASK team
according to the Act of 5 July 2018 on National Cy-
bersecurity System. A total of 322,479 cybersecurity
incident reports were recorded in 2022. Some of
them were not considered to be incidents. On the
basis of a thorough classification conducted by CERT
Polska, they selected 115,164 reports, from which
they registered 39,683 cybersecurity incidents.

In 2022, the CERT Polska team noticed an increase
in the number of registered cybersecurity incidents,
by 34% compared to the previous year. The total
number of reports increased by nearly 178%, with
the incident-related ones by more than 75%. The
report and cybersecurity incident boost undoubt-
edly originates from a growing awareness of the
existence of the CERT Polska team. In 2022, a social
campaign kicked off on TV and radio to inform
about lurking threats and the method of reporting
them to the CERT Polska team.

We accept incident reports sent via:

Form available at: https://incydent.cert.pl/ - Zgtos
incydent (Report incident);

Form available at: https:/incydent.cert.pl/domena
— Zgtoszenie ztosliwej domeny (Report malicious
domain);

SMS: +48 799 448 084;

Telephone: +48 22 380 82 74;

E-mail: cert@cert.pl;

Regular mail to the NASK — National Research
Institute address.

The type of most frequently reported incidents reg-
istered in 2022 were incidents relating to IT fraud
and phishing in particular. CERT Polska registered
25,625 incidents classified as phishing, representing
64% of all incidents handled in 2022. The number of
phishing-related incidents, 82,830, is also impres-
sivel The most popular type of phishing consisted
of the use of an image of InPost (a courier company)
— 5119 incidents were listed. Second and third place
on the podium were taken by Facebook at 4,370
incidents and Vinted at 2,926 incidents.

Another type of incident reported frequently in the
previous year concerned malware. Based on 15,433
reports, 3,409 incidents of this type were registered,
representing 8.59% of all incidents. As many as 2,607
registered incidents were related to malware known
as Flubot.

The third most common type of incidents in 2022
were hacks, e.g. into IT systems and email accounts.
354 such incidents were registered, representing
0.89% of all incidents. Such a low percentage results
from the fact that numerous hacks are reported to-
gether with a phishing domain. Finally, such reports
are often classified as phishing.

A curious fact is that the incidents classified as
abusive and illegal content, including spam, are not
far behind. Despite “only” 308 (0.78%) being regis-
tered, 5,257 reports were submitted. Statistically, as
many as 17 reports fall on 1 cybersecurity incident in
this category.
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In 2022, under the Act on the National Cybersecurity
System CSIRT NASK, handled 30 incidents classified
as severe. Severe incidents are incidents that, after
an occurrence, caused or might have caused a sig-
nificant reduction in quality or interruption of con-
tinuous provision of an essential service. 21 severe
incidents were registered in the banking sector, 5
in the power sector, 3 in the healthcare sector and 1
in the transport sector.

In 2022, CSIRT NASK handled 937 incidents related
to public entities. The prevailing incidents classified
as public sector incidents were related to the public
administration incidents (547), the education and
upbringing sector (134) and the digital infrastructure
sector (81).

See Table 1 and 2 for detailed incident statistics,
divided into economic sectors and incident types.

Economy sector Number of incidents %
Power engineering 4 320 10,89%
Transport 111 0,28%
Banking 2 944 7.42%
Financial market infrastructure 2813 7,09%
Healthcare 251 0,63%
Water supply systems 9 0,02%
Digital infrastructure 1821 4.59%
Other 88 0,22%
None 0 0,00%
Public administration 757 191%
Construction and real estate management 24 0,06%
Culture and heritage conservation 30 0,08%
Physical culture 0,02%
Education and upbringing 167 0,42%
Agriculture 0,02%
Fishery 0,00%
Religions and national minorities 2 0,01%
INnsurance 35 0,09%
Chambers of economy and commerce 4 0,01%
Wholesale and retail 5438 13,70%
Production 2 650 6,68%
Logistics and distribution 15 0,04%
Mail and courier services 6 093 15,35%
Tourism 10 0,03%
Waste management 3 0,01%
Hotels, restaurants, catering 44 0,11%
Media 7329 18,47%
Other services 496 1,25%
Natural persons 4214 10,62%
TOTAL 39683 100,00%

TABLE 1 Incidents handled by CERT 2022, broken down into economic sectors
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Incident types Number of incidents %

I. Abusive and illegal content 308 0,78%
Spam 239 0,60%
Discrediting, offending 6 0,02%
Child pornography, violence 0 0,00%
Unclassified 63 0,16%

Il. Malware 3 409 8,59%
Virus 0 0,00%
Network worm 0 0,00%
Trojan horse 20 0,05%
Spyware 1 0,00%
Dialer 0 0,00%
Rootkit 0 0,00%
Unclassified 3388 8,54%

Ill. Information gathering 31 0,08%
Scanning 19 0,05%
Sniffing 0 0,00%
Social engineering 1 0,00%
Unclassified 11 0,03%

IV. Break-in attempts 121 0,30%
Exploiting known vulnerabilities 7 0,02%
Unauthorised login attempts 31 0,08%
New attack signature 0 0,00%
Unclassified 83 0,21%

V. Break-ins 354 0,89%
Privileged account compromise 7 0,02%
Unprivileged account compromise 147 0,37%
Application compromise 5 0,01%
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Incident types Number of incidents %
Bot 1 0,00%
Unclassified 194 0,49%

VI. Resource availability 175 0,44%
Denial of Service attack (DoS) 6 0,02%
Distributed Denial of Service attack (DDoS) 97 0,24%
Computer sabotage 0 0,00%
Outage (no malice) 49 0,12%
Unclassified 23 0,06%

VII. Attack on information safety 39 0,10%
Unauthorised access to information 20 0,05%
Unauthorised modification of information 3 0,01%
Unclassified 16 0,04%

VIil. Computer fraud 35009 88,22%
Unauthorised use of resources 1 0,00%
Copyright breach 2 0,01%
Masquerade (identity theft, spoofing) 28 0,07%
Phishing 25625 64,57%
Unclassified 9 353 2357%

IX. Vulnerable services 188 0,47%
Open sites vulnerable to abuse 72 0,18%
Unclassified 116 0,29%

X. Other 49 0,12%

Total 39683 100,00%

TABLE 2 Incidents handled by CERT 2022, broken down into categories according to the eCSIRT.net mkVI1 taxonomy



CERT.PL>_

NASK

ANNUAL REPORT FROM THE ACTIONS OF CERT POLSKA 38

In May 2021, we launched a service to accept SMS
reports with a URL (the link) for suspicious incidents.
It allows users to quickly and easily send us a sus-
picious message. This report channel is fully auto-
matic, i.e. it is not used for user interaction. Upon
a short preliminary analysis, covering a check of the
link provided in the message, the reporting user re-
ceives one of the following feedback SMS messages:

+ “There is a malicious domain in the message.” —
a domain from the detected URL address is in
the List of Malicious Domains;

- “At least one of the domains is malicious.” — at
least one domain in one of the detected URL
addresses is in the List of Malicious Domain;

+ “Thank you for sending the message." — a new
URL address was detected or a decision that this
address is malicious was not taken;

+ “The report was not accepted, the automatic
system did not find URL addresses in the content
of the SMS message.” — the SMS message has no
URL address; report a possible fraud using the
contact form.

It is worth to mention that the SMS report channel,
due to its automatic character, is used only to iden-
tify messages with a link which are an element of
a phishing mechanism. Any remaining incidents
should be reported using a different method — it is
best to use the form available on our website: https://
incydent.cert.pl.

HOW CAN YOU REPORT
AN SMS MESSAGE?

Reporting SMS messages is very simple, yet may
slightly differ depending on the software supplier.
For Android phones, sending a report may addition-
ally look a bit different, due to the manufacturer's
overlay or the specific version of the SMS handling
app, but all functionalities have the same names.
You should just click and hold the reported message,
then select the Przekaz (Forward) (Fig. 12) option
from the drop-down menu. Then you should enter
the following number: 799 448 084 or — if the
number has already been entered into the contact
list — select it from the list and send the message.


https://incydent.cert.pl
https://incydent.cert.pl
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FIG. 12 Submitting a message from an Android device

If you use an iPhone, the process is slightly different.
When you click and hold the message, select the
Wiecej... (More) (Fig. 13) option and, during the next
step, press the arrow in the bottom right corner
(Fig.14).

FIG. 13 Submitting a message from an iPhone - first view



CERT.PL>_

NASK

ANNUAL REPORT FROM THE ACTIONS OF CERT POLSKA 40

FIG. 14 Submitting a message from an iPhone -
second view

SMS REPORT STATISTICS

In 2021, from the implementation of the system, we
received 15,694 SMS reports. This is a great success.
More than a half of the reports (7,313) were found to
be malicious phishing messages. Statistically speak-
ing, 2022 surpassed our expectations. We received
as many as 217,685 SMS messages — almost 14 times
more! 199,868 SMS messages contained a link which
was further analysed. 82,319 messages were recog-
nised as phishing attempts and, as a consequence,
32,361 domains were put on the List of Malicious
Domains. This sudden report boost is caused not
only by the more frequent use of SMS messages in

general by fraudsters throughout the year but also
by our social and marketing activities described
in the corresponding section of this report. In No-
vember and December alone, we received more
than 100,000 SMS messages, 68,917 of which were
sent last month. This result is surely based on the
increased activity of fraudsters in connection with
the Christmas period, but at the same time, it shows
the value of our social activities.

WHY IS IT BENEFICIAL TO
REPORT SMS MESSAGES TO
CERT POLSKA?

You should report suspect SMS messages to CERT
Polska for several reasons. An SMS message may be
the first report containing a new link to a dangerous
website, so that its domain can be put on our List of
Malicious Domains, meaning that more people can
be protected against fraud. Secondly, each piece of
information on cyberthreats is essential for us, while
the awareness of the scale based on numerous
repetitive reports may contribute to a warning or
other activities. Another important issue is the act
on combating abuse in electronic communications*
currently being developed. According to the draft,
CSIRT NASK is to create templates of malicious mes-
sages that will be blocked by telecommunication
operators. To ensure efficient functioning of this
mechanism, we not only need all the links in the
malicious SMS messages but also their full content,
which is why the reports sent to us are so important.

*  https/www.gov.pl/web/premier/projekt-ust-
awy-o-zwalczaniu-naduzyc-w-komunikacji-ele-
Ktronicznej
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Many new ideas about how to deceive Polish Inter-
net users emerged during the year. There are various
frauds, however, based on old and well-known
techniques, which still prove to be effective. In this
section, we would like to list the biggest campaigns
that have already been known and described in the
years before, but still posed a major threat in 2022.

FIG. 15 A fake email notifying of an abnormal action on

bank account

SECURITY ALERTS ON
BANK ACCOUNTS

One of the frauds recurring on an annual basis is
phishing campaigns that make use of the banks'
image. Offenders mainly use a scheme to commu-
nicate the need to take action with respect to an
abnormal action on one's bank account. They apply
time pressure on a potential victim and then, in this
way, they try to persuade the victim to go to a false
website that they control.

To communicate with victims, the offenders may
use e-mails. Messages impersonating a specific
bank and containing a link to a false login panel are
sent to randomly selected inboxes. Under these
campaigns, the fraudsters put great emphasis on
website layout so that they represent the mobile
banking login panels of a given bank to the highest
extent possible.

In 2022, the offenders carried out a mass SMS cam-
paign. Messages with a new account login, encour-
aging people to click the provided link to protect
the account, were sent to Polish mobile phones.
As was the case in email campaigns, the criminals
represented the mobile banking login panel with
great ease.
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RYS. 16 Fatszywy SMS dotyczacy nieuprawnionego logowania na konto

All phishing campaigns were aimed at extortion recipient or sending a transfer to a specific bank
related to a potential victim's bank account cre- account number, for example. Entering any data
dentials and, which is important, the authorisation that the criminals asked for resulted in the theft of
codes used to confirm various account-related ac- money from the bank account.

tivities. These activities included adding a trusted

FIG. 17 A fake login panel at logowanie-pekao24[.]Jpl domain
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FAKE PAYMENT GATEWAYS

In previous reports, we often mentioned phish-
ing campaigns where the image of well-known
payment gateways was used. Under these cam-
paigns, the fraudsters also applied time pressure to
the victims, as well as frequently suggesting possi-
ble negative consequences.

A characteristic feature of such campaigns is their
distribution method. In most cases, false links were
sent to random telephone numbers via SMS mes-
sages. The messages contained a direct gateway
link or a short link which finally guided the user to
a fake payment panel.

FIG. 18 A fake SMS message

FIG.19 A fake PayU payment gateway associated with the SMS message from Fig. 18
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In 2021, characteristic shortened links in .sv and .co
domains were used the most frequently. In 2022,
the fraudsters started using more recognisable URL
shorteners, such as tinyurl.com.

The familiar schemes comprising this fraud, carried
on in 2022 as well, include:

+ fake PayU or eCard gateways, e.g. notices about
alleged tax arrears payments during the income
statement submission period;

* SMS messages where the fraudsters ask for  FiG. 20 A fake SMS message notifying about a shopping
a surcharge or to pay an electricity bill. coupon

Throughout the year, the criminals expanded their  of obtaining a shopping coupon. The attached link
portfolio with subsequent entities. At the end of  led to a website that finally extorted banking details
2022, they began to use the image of Zabka, distrib-  through a fake payment gateway.

uting SMS messages to inform about the possibility

FIG. 21 A fake website using the Zabka image, leading to a fake payment panel
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Apart from the schemes that prevailed over The above campaigns were distributed in a mass
the year, it is good to pay attention to some  manner, yet frequently in short periods, lasting up
smaller campaigns: to three days.

+ The Poczta Polska image, under which the swin-
dlers guided the victims to a fake payment panel

to pay an alleged customs fee;

+  payment for a fine via the attached link leading
to a fake PayU or BlueMedia payment panel.

FIG. 22 A fake payment gateway using the Poczta Polska image
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STEALING ACCOUNTS OF
NETFLIX USERS

Netflix is currently the most popular streaming
platform in Poland®. This fact entices criminals to
attempt new frauds, where the aim is to extort
account credentials.

FIG. 23 A fake Netflix login panel

Until then, the primary scheme of action of the
fraudsters was based on sending large numbers of
emails to random inboxes. Their content indicated
the need to update the account due to a supposed
subscription payment issue.

5 Shares of sVOD streaming services in Poland, Q3 2022;
https://mobirank.pl/2022/10/14/udzialy-serwisow-svod-w-
polsce-w-39-2022-r/

After entering a website, a fake account login
panel was displayed. If someone wrote their real
credentials, the data was sent to the criminals. The
accounts were generally taken over, and then sold
at a negative price.
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FIG. 24 An email notifying about the need to take action on a Netflix account

This campaign rarely occurred. It was not carried
out continuously over the entire year, with the
swindlers from time to time launching a series of
identical messages. Other characteristic features of
the campaign were domains that did not match the
Netflix subject matter. The majority of the links from
the messages guided to PL domains that further
redirected to a common phishing domain.

In 2022, a different phishing campaign came to light
regarding Netflix users. SMS messages informing
about an allegedly terminated subscription were
sent to randomly selected telephone numbers in
a similar episodic fashion. There was information in
the message content to reactivate a subscription via
the website under the link.
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FIG. 25 An SMS message concerning a supposed need to reactivate a Netflix subscription

The panels displayed on the site. One of them was
known from an earlier version of the fraud. As was
the case with the previous campaigns, entering
login data resulted in its transmission and a poten-
tial loss of access to the account. In this case, the
fraudsters went a step further and after the sup-
posed signing in to the account, they requested
debit card data to reactivate the account.

As opposed to an email phishing campaign, the
domain names were extremely similar to the names
of the actual service. The above actions were there
to put a potential victim's guard down, and therefore
encourage him to open the link.

EXTORTING MONEY FROM
SELLERS ON ADVERTISING
WEBSITES

From the end of 2020, we have been looking at
phishing campaigns aimed at sellers operating on
various advertising websites. This was one of the
more frequent phishing campaigns in 2021 moni-
tored by our team. The criminals exploited the low
awareness of the existence of such a fraud and the
seller's willingness to quickly complete the transac-
tion. Over time, awareness of this fraud among In-
ternet users rose and, at the same time, the number
of the reports concerned was significantly reduced
in 2022.
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FIG. 26 A snippet of a conversation with a fraudster on
WhatsApp with a link to a fake payment panel

Scammers have been communicating for several
years via WhatsApp with sellers advertising their
products on such portals as OLX or Vinted. During
the conversation, they suggested high interest in
the product put on sale and declared the intention
to buy it promptly. In the messages, they informed
the seller about an allegedly new payment method
for the product. The messages sent by the scam-
mers included a link to an OLX-like website which
finally was used to extort debit card data. A charac-
teristic feature of this fraud is that the first displayed
content contained copied information concerning
the actual advertisement.

Similar to previous years, other variants of this cam-
paign were aimed at Booking and BlaBlaCar users.
In all such cases, the method employed was the
same. Cybercriminals informed that someone had
paid for the service/item offered and encouraged
advertisers to click a link to collect the money.

FIG. 27 A fake OLX page
informing that a payment
was made for the product
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FAKE POSTS AND ACCOUNT
TAKEOVERS ON FACEBOOK

Frauds aimed at Facebook users have been known
for years. There are two main versions of the cam-
paigns. A less popular one is still based on the same
scheme — fraudsters send bulk emails from the
accounts that they have taken over to people on
their friends list, containing links to a fake Facebook
login panel. It also happens that the cybercriminals
want to monetise access to someone’s account and
send messages to friends of a user with a request to
transfer money via BLIK.

However, a more recognisable and noticeable
variant of this fraud is fake posting on numerous
groups. The fraudsters very often refer to catchy
topics that stir up lots of emotions, or are simply
controversial at a given moment.

FIG. 28 A fake page presenting a Facebook post and a login panel
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The most common place to post fake posts included
open groups with a large number of members, i.e.
usually local (city, district level) or trading groups, i.e.
“sell/fexchange/give away”. A publication used to carry
out an attack has a simple structure. It consists of
a short description evoking strong emotions (fear,
outrage, request for help) and a link to a fake page.

These entries usually describe a dramatic event: an
accident, kidnapping or attack on a specific individ-
ual. Details referring to damage caused to a celebrity
or an alleged person from the neighbourhood were
frequently faked. Evoking intense emotions causes
people to click a link without a second thought;
clickbaits work in a similar manner.

FIG. 29 A fake website presenting a false post on the Ukraine war

In 2022, false posts concerning more important
events from that year were published. Posts refer-
ring to the days before and after the outbreak of
the war in Ukraine deserve special attention. The
fraudsters created stories that were meant to strike
fear among Polish citizens. False information about
a purported attack on Poland or “Putin’s real threats”
was frequently presented.

It should be noted, however, that other events were
used as well; one of them was the Final Concert of
the Great Orchestra of Christmas Charity. During
the preparation phase prior to the 30th Final of the
GOCC, entries informing about an alleged accident
that happened to Jerzy Owsiak started to come out.
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Irrespective of this story, the whole process is based
on imitating the mechanism for logging into the
application by linking an account to a Facebook
account. Login credentials entered in such a panel
fall directly into the criminals’ hands.

An effective method of protection from attacks of
this type is to properly secure your account. The
CERT Polska team noticed that the cybercrimi-
nals extorted, for instance, application codes for

FIG. 30 A Facebook group
post presenting information
about an alleged accident by
Jerzy Owsiak

two-factor authentication from potential victims.
With two-factor authentication, your account is pro-
tected even if you have provided login credentials
on a fake website. We invite you to read our guide
to learn more about how to use social media portal
safely ( https://cert.pl/uploads/docs/CERT_Polska_
Bezpieczna_poczta_i_konta_spolecznosciowe.pdf).
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In the previous year, cybercriminals used the devel-
opment of digital technologies to carry out sophisti-
cated phishing campaigns and to infect users using
malware that, as was the case in previous years, was
intended to extort credentials to online banking as
well as email and social media accounts.

CAMPAIGNS USING IMAGES
OF GOVERNMENT-RELATED
WEBSITES AND INSTITUTIONS

At the beginning of 2022, cybercriminals distributed
news about extra payments for vaccinations; the
SMS messages contained a link to a website imitat-
ing the “gov.pl” portal.

FIG. 31 A fake SMS message
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The website, having the logo of the government

Polish citizens who had completed the entire vacci-
portal, informed about a payment in the amount of

nation cycle. To receive the alleged money, you had
PLN 300 for vaccination under the “Support” pro- to sign in to online banking.
gramme. The extra money was to be given to all

FIG. 32 A website using the
graphics of gov.pl

As it turned out, the link guided the users to a fake

capturing their credentials. If the criminals received
panel imitating a selected bank with the aim of

your login data, you would have lost your money.

FIG. 33 A fake payment
gateway
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As far as another campaign variant is concerned,
fraudsters impersonating the Ministry of Finance
sent SMS messages with an invitation to participate
in a survey. To encourage users to click the attached
link, they offered PLN 250 for completing the form.

Upon entering the website, a portal resembling
gov.pl was displayed. There was a survey regarding
customer service quality evaluation relating to the
user's bank.

FIG. 34 An SMS message referring to the alleged Ministry
of Finance survey

FIG. 35 Phishing website of gov.pl portal
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In the last phase of the fraud, a bank login panel
was displayed under the pretext of linking with an
account to which a potential victim was to receive
the alleged award. In reality, the login credential
ended up in the hands of the criminals.

In a new campaign edition, the swindlers again im-
personated the Ministry of Finance and the National
Tax Administration. In this case, they informed that
it was possible to obtain compensation for personal
income tax overpayment. Having clicked the link in
the message, the user was redirected to a fake Twdj
e-PIT (Your electronic PIT) website. The follow-up
was identical to the previous campaign versions:
a bank selection panel was displayed following
a fake login panel. Online banking credentials ob-
tained in this manner were used to steal money
from the users' accounts.

FIG. 37 Phishing website of podatki.gov.pl

FIG. 36 Fake bank login panels
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BROWSER IN THE BROWSER
ATTACKS

Most websites used by cybercriminals as part of
phishing campaigns are the same in terms of their
course of action. In 2022, however, a customised
solution, Browser In The Browser, gained popularity.
When used, it displays on the welbsite a seemingly
new browser window with a fake login panel. The
window was only a well-designed component of the
website, which is why a victim might mistake it with
the actual new application window. What is more,
a fake address bar displayed within the window
contained a correct login welbsite domain. The user
who checked the domain before entering sensitive
data might think that there is nothing wrong with
the website.

FIG. 38 An example Browser In The Browser attack

This technique usually imitates the welbsite's behav-
jour when signing in using an identity provider. This
type of sign-in may proceed in two ways. In general,
websites on which a sign-in is attempted automat-
ically redirect to an identity provider’s login page.
After signing in, the user is redirected to the orig-
inal page. What happens, however, is that instead
of redirecting, the identity provider website opens
in a separate browser window. The very automatic
opening of a separate browser window with a login
panel is not particularly surprising. In the latter case,
fraud may happen if the login panel window is fake.
To protect against this type of attack, you should
consider one detail. With a fake window, you cannot
display it outside an area controlled by cybercrim-
inals, that is the in-browser tab content. It is worth
a shot to shift the window sideways or upwards so
that it covers some part of the browser window. This
is not possible with a fake window.
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INFORMATION STEALER
DISTRIBUTION VIA EMAIL

In 2022, cybercriminals repeatedly used an attack
vector in the form of mail boxes to infect the com-
puter of a person who would open a harm-causing
attachment. In some campaigns, they used spoof-
ing — posing as the sender of a message — which
was possible due to incorrect configuration of the
SPF and DMARC by the domain owner or its bank.

One of the frequently used variants
was Agent Tesla malware. In one of the
distribution methods of this malware,
the cybercriminals sent emails con-
taining only the attached IMG file with
a purported technical drawing. The
file turned out to be an archive with
a CHM file.

FIG. 40 An email with a malicious

attachment

In one of the campaigns, the lack of a SPF configu-
ration for the biznes.gov.pl domain was used. Crimi-
nals posed as a sender and sent messages in which
they informed about a notification to be allegedly
included in the attachment. The attachment was
actually an archive with a malicious script that, when
opened, infected the system with malware.

FIG. 39 Phishing e-mail
of the biznes.gov.pl
domain
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When the file was executed, a window popped up
(Fig. 41) and Agent Tesla malware was installed in
the background. Its main functionality is to steal
sensitive data from the victim's computer.

FIG. 41 A window displayed at the execution of a malicious attachment

Malware was sometimes not implemented direct-
ly in e-mail attachments. In one of the variants of
fraud noticed, messages were sent to mail boxes
with only a link to OneDrive to download a zipped
archive. It contained another archive and a file with
a password to encrypt the archive. Only when the

second archive had been unzipped was the relevant
executable .SCR seen among the files. Its execution
caused the Redline Stealer malware to be installed.
Its main functionality is the highly efficient theft of
credentials stored on the computer.
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FIG. 42 An email with a link to malware

FIG. 43 Subsequent stages of malware extraction
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In emails, fraudsters posed as various Polish com-
panies. ON many occasions, they tried to persuade
victims to open a sheet attached to the message
under the pretext of an alleged request to submit
a proposal. The “specyfikacja.xlsx” attachment ac-
tually caused a malicious Xloader / Formbook trojan
horse to be installed. It allowed criminals to obtain
access to the victim’'s computer and sensitive infor-
mation, including credentials to online services.

FIG. 44 An email with a malicious .xlsx attachment
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“YAD HIJACKING"” CAMPAIGN
VIA GOOGLE ADS

In the second half of 2022, criminals started to use
the Google Ads advertising system to rank websites
distributing malware in the top positions.

Cybercriminals developed websites with domain
names similar to those of software developers. These
websites appeared in the top three search results on
Google, which is why there were no suspicions.

FIG. 45 An example Google Ads advertisement redirecting to a fake website
SOURCE: https://www.reddit.com/r/blender/comments/vvrxko/warning_fake_blender_website_paying_for_priority/.

Clicking the advertisement resulted in a redirect to
a fake website imitating a selected software supplier,
where a link to download the .exe or .zip file with
malware was provided. The campaign was used to
distribute BatlLoader, a malicious installer used, for
instance, to infect computers with Royal ransom-
ware or with IcedID software, which was intended

to supply other undesired programs or scripts, such
as Cobalt Strike. With that, the cybercriminals were
able to obtain full access to the user system and,
with such capabilities, they could acquire credentials
for the services used by the victim.


https://www.reddit.com/r/blender/comments/vvrxko/warning_fake_blender_website_paying_for_priority/
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FIG. 46 A website with malware posing as a Blender software developer

QR CODE FRAUDS

One of the goals of the 2022 attacks was to target
children and youths used to opening messaging
services, such as Discord, where the fraudsters gath-
ered information and then drew up a victim profile,
checking their interests or friends list. Afterwards,
using the knowledge they had possessed, the
criminals attempted to contact victims, posing as
friends of friends, or offering payable items in games
in exchange for a favour.

Once the contact had been established, the fraud-
sters encouraged the victim to install and config-
ure the Messages app from Google Play. When
the possible victim installed this application, he or
she received a QR code from the cybercriminals to
scan. The code was used to pair the device with the
app, and no credentials were needed. What is more,
during the configuration process, the victim was
not notified about the aftermath or warned about
potential threats.

FIG. 47 Device pairing menu in the Messages app
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FIG. 48 Device pairing screen

When the victim scanned the code, the fraudster
was given access to the stored and incoming mes-
sages, as well as to contacts, allowing them to send
messages. Such authorisations were used by crimi-
nals to charge the victim's account by sending SMS
Premium messages and to blackmail them using
information in the messages and the contacts list. It
should also be pointed out that the access granted
may be used in the future to take over the second
authentication factor from an SMS message, if used
by the victim, and to attempt fraud against the vic-
tim’s friends using their system.

FIG. 49 A message displayed after successful pairing of
a device

PERSONALISED BLACKMAIL
TARGETED AT WEBSITE OWNERS

With an increasing rate, criminals personalise their
campaigns for potential victims to raise more
concern in the latter and to make the attack more
real. In one of the versions of the previous year's
campaign, cybercriminals sent their messages to
the owners of the websites where they posted in-
formation on an alleged break-in to the website and
theft of the database, demanding a ransom in the
form of a transfer of a specific amount of Bitcoins
to a cryptocurrency wallet. To make an attempt at
money extortion more real, the password of the po-
tential victim was published as well. The password
was actually retrieved from data leaks, whereas other
information was gathered by criminals through web
scraping, that is automatic data collection from
public services.
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FIG. 50 An example email with personalised blackmail

HYDRA BANK TROJAN HORSE

In the previous year, criminals also used e-mail
messages also as a vector of an attack on mobile
device users. Potential victims received a message
from a domain similar to the ING bank domain; the
message informed them about an alleged missing
security application on their phones. This was to be
the reason for blocking the account, which would
be unlocked only when the indicated actions had
been completed.

The message had a link that redirected the victim to
a phishing bank welbsite. Criminals initially prompt-
ed the victim to enter his online banking credentials.

During the following steps, the potential victim, if
he used a mobile device, was prompted to install
an application, or if he used a computer, to scan
the displayed QR code. When the file, Hydra bank
trojan horse, was downloaded, the user had to
assign special authorisations to the application and,
as a result, it might install malware and establish
communication with a Command & Control server.
The attack was intended to collect the credentials
entered by the victim on different mobile apps and
to send them to the criminals’ server.
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USE OF THE IMAGE OF THE
MINISTRY OF FINANCE

In 2022, criminals on many occasions used the
images of various state institutions, such as the
Ministry of Finance. In one of the variants, fraud-
sters used a fake website to inform about an alleged
regulation, according to which Polish citizens, as

The website contained the false regulation, and then
below this was a form to submit detailed personal
and contact data as well as bank-related informa-
tion about a potential victim. Upon submitting the

a result of a rising unemployment rate and mi-
grations resulting from the Russian aggression,
would have been entitled to a one-off payment of
a cash benefit.

FIG. 51 A website using the
image of the Ministry of
Finance

completed form, a message confirming its success-
ful filling-in was displayed and a request was provid-
ed to wait for further instructions to be delivered via
an e-mail or SMS message.

FIG. 52 A fake form extorting
personal and contact data
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During the subsequent stage, the victim received
an SMS message. Criminals, using SMS gate-
ways, posed as a message sender who allegedly
was a bank selected when the form had been

completed. The message informed about a granted
amount of the benefit and had a link to a website
imitating the welbsite of the victim's bank.

FIG. 53 An SMS message informing about the granting of alleged money

Having clicked the link, the user was redirected to
a fake login panel, from which criminals attempted
to obtain the victim’'s credentials and PIN code. If
correct data was provided, the victim was navigated
to a website where he was asked to enter an author-
isation code, which he had received from his bank

FIG. 54 A fake PKO BP bank login panel

via an SMS message. When the victim shared his
credentials and authorisation code, the cybercrimi-
nals were able to gain full access to the victim's bank
account and, as a result, removing all the money
from this account.
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We wrote in last year's report for 2021 that one of the
major threats to cybersecurity is ransomware, that is,
malware that forces the payment of ransom using
a specific action, e.g., data encryption. Also in 2022,
attacks using this type of software were one of the
greatest challenges for our team and probably the
majority of the teams dealing with security on the
national and European level.

In 2022, CERT Polska registered 85 ransomware-re-
lated incidents. This was almost 20% more in
comparison with 2021, when we handled 124 such
incidents. They were often incidents addressing

16
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larger private-owned companies, state institu-
tions, or healthcare entities. When such entities
are attacked, the impact on citizens is higher than
if a private computer were targeted. The greatest
number of incidents in 2022 (56) were reported
by companies and private individuals, followed by
public institutions that reported 24 incidents. These
included local government entities, including gmina
and municipal offices, healthcare system institutions
and universities. July and March were the months
when the greatest number of ransomware-related
incidents were reported to the CERT Polska team (14
and 10, respectively).

July August  September October  November December

CHART 1. Number of ransomware incidents broken down by months
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CHART 2. 5 most popular ransomware families identified in Poland

FAMILIES IDENTIFIED BY
CERT POLSKA IN 2022

LOCKBIT

LockBit was one of the ransomware types most fre-
quently registered by the CSIRT NASK team. LockBit
ver. 1.0 was first observed in 2019 [1], and then ver.
3.0 was identified in 2022. LockBit is executed as
Ransomware as a Service (RaaS) and, so far, attacks
using this software have been detected in the EU
countries, the USA, Russia and China. The attackers

usually target small — and medium-size enterprises,
but LockBit was also used for attacks on internation-
al companies, such as Continental [2], Entrust [3] and
Thales [4]. In Poland, this type of ransomware was
identified, for instance, in an incident at the Institute
of the Polish Mother's Memorial Hospital in £6dz [5].
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FIG. 55 A screenshot with a ransom note generated after data encryption

PRESTIGE

A report drawn up by the MSTC (Microsoft Threat
Intelligence Center) describing Prestige reverber-
ated in the environments related to cybersecurity
in Poland and Ukraine [6]. Prestige was identified
in attacks on transport and logistics infrastructure
institutions operating in the said countries. The ran-
somware was associated with IRIDIUM, a Russian
group linked with Sandworm, another Russian
group. Irrespective of the relationships, this group
was detected with regard to the attacks on the
Ukrainian data communication infrastructure after
the outbreak of the Russia-Ukraine war. To infect,
an open source Impacket [7] is used. Following
the infection, the software searches all catalogues,
excluding C\Windows\ and C:\ProgramData\Micro-
soft\, for files with the pre-selected extensions and
encrypts them. After the encryption stage, an .enc
extension and a README.txt note with a ransom
note is added to every encrypted file. Regardless

of the ransomware version, the AES algorithm is
used to encrypt data. Prestige was first seen on 11
October 2022, but the MSTC experts indicate that
this ransomware type could have been in use since
March 2022.

BLACKCAT

A report developed by Sophos [8] describing the
condition of global cybersecurity pinpointed Black-
Cat as the second most commonly used software
in 2022. It was detected in connection with approx-
imately 12% of all attacks identified by the group.
A report published by the FBI covering BlackCat's
loCs [9] pointed out that the previously gathered
login credentials for Windows machines are used
to further escalate access to administrator accounts
and potential users of the victim'’s Active Directory
environment. At later stages, CobaltStrike and Micro-
soft tools, such as Microsoft Sysinternals, are utilised.
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Apart from encrypting data, BlackCat steals it.
Not only local data but also the data stored on
clouds connected to the victim's environment are
at risk. BlackCat was associated by the FBI with two
groups: DarkSide and BlackCat, and was observed
for the first time at the end of 2021.

OBSERVED TRENDS

MALICIOUS ACTIVITIES — AS A SERVICE

The Sophos [8] experts also indicated in their report
that a new trend is forming among actors. This trend
covers making available various services in the aaS
(as a Service) form. In the report, the experts dis-
tinguished the following services used for: access
—sharing sets of credentials for data commmunication
systems, distribution of malware, phishing, OPSEC
techniques, encryption, frauds, telephone extortion
and scanning. This trend expands the previously
known mode of distribution, that is, Ransomware
as a Service. The reasons for this trend, as indicated

FIG. 56 A screenshot of a LockBit 3.0 website

by the experts, include the dynamic development
of cybercrime operations and the financing of cy-
bercriminal groups. Third parties increasingly often
use cybercriminals to apply pressure to the latter’s
victims, as shown during the war in Ukraine.

RISING POPULARITY OF DATA THEFT

Analysing the reported incidents, the CERT Polska
team noticed that criminals, during an attack
and data encryption, send the data to their own
servers with increasing frequency. This is to in-
crease the odds of an attacked company paying
a ransom. Data theft information is often posted on
a TOR-hosted website along with the planned data
publication date. There are even situations where
malware operators are capable of postponing the
data publication date if a given company declares its
willingness to pay a ransom. Obviously, you should
always remember that the entire transaction is
merely a transfer of cash to a criminal group that
can still keep a copy of the data and, in this way, gain
motivation for subsequent attacks.
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RANSOMWARE GUIDEBOOK

Protecting your company from data encryption
and the increasingly frequent exfiltration of data
outside company infrastructure becomes a more
difficult task year by year. To meet the expectations
of system administrators, the CERT Polska team de-
veloped a guide to protect your infrastructure both
before and after a successful ransomware attack.
You can read the guide at: https://cert.pl/uploads/
docs/CERT_Polska_Poradnik_ransomware.pdf See
also the following ransomware-related materials:

1. https//www.kaspersky.com/resource-center/
threats/lockbit-ransomware

2. https://heimdalsecurity.com/blog/
continental-lockbit-ransomware/

3. https/heimdalsecurity.com/blog/
entrust-allegedly-hit-with-lockbit-ransomware/

4, https://heimdalsecurity.com/blog/
thales-global-tech-company-gang/

10.

https://sekurak.pl/szpital-matki-polki-w-lod-
zi-zainfekowany-ransomware-informuja-rown-
iez-o-mozliwym-wycieku/

https://www.microsoft.com/en-us/security/
blog/2022/10/14/new-prestige-ransomware-im-
pacts-organizations-in-ukraine-and-poland/

https://github.com/fortra/impacket

https:/assets.sophos.com/X24WTUEQ/at/
b5n9ntjgmbkb8fg5rn25g4fc/sophos-2023-
threat-report.pdf “https://assets.sophos.com/
X24WTUEQ/at/b5n9ntjgmbkb8fg5rn25g4fc/
sophos-2023-threat-report.pdf”

https://www.ic3.gov/Media/News/2022/220420.
pdf

https:/www.trendmicro.com/vinfo/us/
security/news/ransomware-spotlight/
ransomware-spotlight-blackcat
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For two years, we have been noticing phishing  UNCTI51/Ghostwriter mainly uses fake emails inform:-
campaigns carried out by the UNC1151/Chostwrit-  ing about an alleged breach of the mail terms of use
er group, targeted at mail boxes in the domains  and the need to verify personal data. An example
of Polish mail providers (Interia, WP, Onet). These  e-mail is presented in Fig. 57.

attacks are aimed at people who hold prominent

positions or may have knowledge of politics con-

ducted towards Russia and Belarus.

FIG. 57 A fake phishing email sent by the UNC1151/Ghostwriter group
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In attacks at the break of 2021 and 2022, the user was
redirected from a fake message directly to a website
imitating a login panel. In March 2022, criminals
started to use the Browser-in-the-Browser tech-
nigue, which we described in the following article:
https://cert.pl/posts/2022/07/techniki-uncl151/. The
techniqgue may be both extremely dangerous and

easy to miss. When used, it displays on the website
a seemingly new browser window with a fake login
panel. Being a component of the website, this
window is so well-designed that a victim may find
it difficult to differentiate between the imitated and
the real application window. An example of phishing
using this technique is presented in Fig. 58.

FIG. 58 An example Browser-in-the-Browser phishing carried out by UNCT151/Ghostwriter

Until October 2022, attacks involved dedicated,
newly purchased domains, which were prepared
for each phishing campaign. The following domains
were some of those used: poczta.walidacja-uzyt-
kownikal]space, usluga.kontrola-pocztyl]Jtop, or
konto.weryfikacja-uzytkownika[]top. The domains
indicated a server with the configured GoPhish tool.
It is worth noticing that the attackers were required
to purchase the server and domain.

In October, the method of both phishing sending
and hosting was modified. From then on, the group
maintained no own campaign-dedicated infrastruc-
ture. E-mail messages were sent directly from the
boxes created on the attacked services, e.g,, the
“identyfikacja_uzytkownika@interia.pl” box was
used during the attack targeted at Interia users. The
attacks involved a chain of websites that had been
taken over, with authentications being sent to free


https://cert.pl/posts/2022/07/techniki-unc1151/
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services used to log HTTPS inquiries. An example
sequence for using seized websites is as follows:

1. Alinkincluded in an e-mail message directs
the user to a php file on the first seized welbsite,
e.qg. https://przejeta_strona_l.pl/email.php.

2. The script automatically redirects the user to
the second seized website, e.g., https:/przeje-
ta_strona_l.pl/okonto.html. It contains Browser-
in-the-Browser phishing.

3. The second website has an iframe in which the
content of the third seized website, resembling
a new browser window, is loaded.

4. If the user enters login credentials, they are
sent via a free service with POST inquiry
logging monitored by attackers.

Since the launch of this technique, we have noticed
that dozens of Polish and foreign websites have
been taken over. It is probably used to bypass the
attempts to detect phishing emails used by mail
providers. Utilisation of the intercepted domain with
a long history and a redirect chain hinders automat-
ic content recognition.

The selection of attack targets was another aspect
that changed in 2022 compared to 2021. People
associated with politics are currently chosen less
frequently and individuals with significant exper-
tise are selected more often, although this is not so
obvious. The latter include Russian sworn translators,
lawyers, Orthodox priests, retired military individuals
and lecturers.
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Data leaks are an issue that the majority of Polish
Internet users have come across in recent years.
The increase in the number of entities processing
various types of data, including sensitive data, is ac-
companied by a boost in the number of individuals
willing to steal and make use of this data.

HOW DO DATA LEAKS HAPPEN?

UNINTENDED ACTION OF A DATA

PROCESSING PERSON

A common cause of data leaks is a lack of sufficient
attention and caution in data processing. One of the
examples includes repeated improper use of the
CC feature while sending emails. If you do not want
other recipients of a message to know the remain-
ing addressees, you should use the BCC feature. You
should also bear in mind to encrypt data carriers.
You should not suffer so terribly from the loss of
a laptop, USB flash drive or a hard drive if you are
sure that the finder cannot gain access to the item'’s
content. The equipment that is currently used has
easy-to-use encryption mechanisms embedded.
You should not forget that the source of a leak does
not have to be soft copies of documents; they may
also include paper notes and documents®.

SYSTEM CONFIGURATION ERRORS

A large-scale leak occurred in Szkota Gtéwna Handlo-
wa, where the personal data of some of its students
was made publicly available due to a programming

6 “Lost” memos of a City of tomza Police Department
policeman. The public prosecutor’s office is leading the
investigation!”

error’. Improper API protection in T-Mobile allowed
the attacker, in the period from the end of Novem-
ber to the end of the year, to obtain the personal
data of 37 million customers of the network®. Private
details concerning Twitter accounts available online
since July originated from a vulnerable API that was
used in 2021 to extract data related to approximate-
ly 200 million accounts®. As you can seeg, even the
systems developed by experienced engineers for
global corporations may have errors allowing un-
authorised access to information.

LEAK CHAIN

In some cases, one leak is just the beginning, espe-
cially when it contains user login credentials. The in-
formation obtained is often used for login attempts
on other services under “credential stuffing”. Unfor-
tunately, due to the users’' tendency to frequently
use the same or similar passwords for many services,
these attacks end up being successful. Such a large-
scale attack was targeted at PayPal users. Using
the login credentials found in the leaked data, the
criminals gained access to nearly 35,000 accounts?©,
A similar technique was also identified, for instance,
with regard to Norton Password Manager, one of
the password managers available on the market??,

7 “Personal data of SGH students leaked. Presented on Bing
fora month..”

8 “T-Mobile hacked to steal data of 37 million accounts in API
data breach”

9 “200 million Twitter users’ email addresses allegedly leaked
online”

10 “PayPal accounts breached in large-scale credential stuffing
attack”

11 “NortonLifeLock warns that hackers breached Password

Manager accounts”



https://niebezpiecznik.pl/post/wyciekly-dane-osobowe-studentow-sgh
https://niebezpiecznik.pl/post/wyciekly-dane-osobowe-studentow-sgh
https://www.bleepingcomputer.com/news/security/t-mobile-hacked-to-steal-data-of-37-million-accounts-in-api-data-breach/
https://www.bleepingcomputer.com/news/security/t-mobile-hacked-to-steal-data-of-37-million-accounts-in-api-data-breach/
https://www.bleepingcomputer.com/news/security/200-million-twitter-users-email-addresses-allegedly-leaked-online/
https://www.bleepingcomputer.com/news/security/200-million-twitter-users-email-addresses-allegedly-leaked-online/
https://www.bleepingcomputer.com/news/security/paypal-accounts-breached-in-large-scale-credential-stuffing-attack/
https://www.bleepingcomputer.com/news/security/paypal-accounts-breached-in-large-scale-credential-stuffing-attack/
https://www.bleepingcomputer.com/news/security/nortonlifelock-warns-that-hackers-breached-password-manager-accounts/
https://www.bleepingcomputer.com/news/security/nortonlifelock-warns-that-hackers-breached-password-manager-accounts/
https://mylomza.pl/artykul/utracone-notatniki/1392605
https://mylomza.pl/artykul/utracone-notatniki/1392605
https://mylomza.pl/artykul/utracone-notatniki/1392605
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CYBERCRIMINAL ACTIVITIES

Any information may be a tantalising plum for cy-
bercriminals. They can sell it or use it to prepare for
future attacks.

In recent years, it has become common practice to
develop ransomware and provide it with features
that allow data theft from infected machines. In the
past, its main task was to encrypt data and demand
a ransom for data recovery. Data theft provides
more possibilities for applying pressure to a victim,
such as through threats of its public disclosure.
What is more, the obtained data may be used in
future attacks on the same target, its customers or
contracting parties. Other ransomware victims that
year was Zamlbrdow Municipal Office and?!? the Polish
Mother's Memorial Hospital in £6dz!3. In neither of
those cases were the data leaks confirmed.

Cybercriminals sometimes gain access to data with
potentially assured security. This was the case at the
time of the leak from LastPass, a password manager
with cloud-based synchronisation. Due to having
access to the credentials of one of the employees,
the attackers gained access to user data, including
encrypted full copies of databases containing the
login data stored by the users'“. User data security
largely depends on how strong a password is used
to encrypt the database. It should also be noted that
not all database entry fields were encrypted.

In some cases, an attack does not need to be direct-
ly targeted at a given organisation. It is enough that
one of the latter's contracting parties is attacked.
This was the case at the time of the Uber data
leak. As a result of gaining unauthorised access to
Teqgtivity database backups (a company providing
services for Uber in terms of, for example, capital
management), the data of 77,000 Uber drivers and
vehicles was leaked?s.

12 “Ransomware in another office in Poland (with a data leak
looming in the background). Zambréw”

13 “Notification of personal data protection breach”

14 “Lastpass: Hackers stole customer vault data in cloud
storage breach”

15 “Uber suffers new data breach after attack on vendor, info
leaked online”

HOW CAN WE PREPARE
FOR A LEAK?

Being aware that data leaks are on the agenda
nowadays, you should never assume that the infor-
mation you provide is fully secure. You can make the
effort, however, to minimise the effects of a possi-
ble leak.

PROVIDE JUST THE MINIMUM AMOUNT

OF DATA REQUIRED

The less data you provide, such as when creating
a service account or shopping online, the less infor-
mation that may leak and the less usable it should
be for criminals. If you can enter various types of
data alternately, such as an e-mail address or tele-
phone number, as the contact details, select an
option under which the leak of data upon public
sharing will have fewer consequences.

USE UNIQUE, STRONG PASSWORDS

If the same password is used on numerous occa-
sions, you are more vulnerable to “credential stuff-
ing”, which involves the use of passwords from a leak
from one service to gain access to accounts on other
services. Even if passwords differ but resemble each
other, or are created using an easy-to-solve method,
criminals are able to figure them out in no time. You
should also remember not to create a password
based on your information that is publicly available
or easy to obtain, such as your date of birth. The
latter can also be included in the leaks and used
along with other information, such as first name,
surname, or e-mail address. It is a good practice
to use password managers that, when the main
password is strong enough, ensure a high level of
security and allow the use of randomly generated
and unique passwords. Come and read the pass-
word-related compendium of knowledge that can
be found on our website. Apart from using strong
passwords, you can elevate the level of security by
setting up two-factor authentication where possible.

RESPOND TO INCIDENT NOTIFICATIONS

If a data leak was detected, the provisions of the
personal data protection act impose an obligation
on data administrators to inform users. The notifi-
cation must contain the range of the leaked data. If
you receive such a notification, do not ignore it. First,
you should verify whether it is real, as we observe


https://sekurak.pl/ransomware-w-kolejnym-urzedzie-w-polsce-w-tle-rowniez-wyciek-danych-zambrow/
https://sekurak.pl/ransomware-w-kolejnym-urzedzie-w-polsce-w-tle-rowniez-wyciek-danych-zambrow/
https://www.iczmp.edu.pl/2022/11/07/zawiadomienie-o-naruszeniu-ochrony-danych-osobowych/
https://www.bleepingcomputer.com/news/security/lastpass-hackers-stole-customer-vault-data-in-cloud-storage-breach/
https://www.bleepingcomputer.com/news/security/lastpass-hackers-stole-customer-vault-data-in-cloud-storage-breach/
https://www.bleepingcomputer.com/news/security/uber-suffers-new-data-breach-after-attack-on-vendor-info-leaked-online/
https://www.bleepingcomputer.com/news/security/uber-suffers-new-data-breach-after-attack-on-vendor-info-leaked-online/
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phishing messages using this scenario to steal data
(for more details on phishing and how to protect
against it, visit our website). When you have verified
the real nature of the notification, follow the admin-
istrator's recommendations. You should also check
if the leaked data can be used to make attempts to
access other accounts.

USE THE IDENTITY SEPARATION METHOD

A commonly used practice is to separate email ad-
dresses into those used for private and professional
purposes. Nothing prevents you from introducing
a similar separation for your private addresses. It is
a good idea to use a different address for banking
than the one we use for our social media accounts
or forums. Separate email addresses enable you to
maintain a higher level of privacy and mitigate the
damage caused by a possible data leak.

CHECK FOR THE PRESENCE OF YOUR DATA IN LEAKS

The “Have | Been Pwned?” service!® enables you
to check whether your email address or telephone
number has been made available during known
data-leak incidents. It also allows us to add our email

address to the facility continuously monitoring new
leaks, informing us if there is an incident involving
our digital identity. Similar functions are often em-
bedded into popular password managers.

16 https://haveibeenpwned.com/

WHAT SHOULD YOU DO
AFTER A LEAK?

A lot depends on the range of the leaked data. If
your password has been leaked, you should change
it on any service where it has been used. It is also
a good idea to enable two-factor verification on all
accounts. If the details of your legal personality, such
as your PESEL (personal identification) number, ID
card number, etc,, have been leaked, you should
consider taking further steps. Criminals who possess
such data often try to take a loan against you. There
are several services that may help you protect your-
self from such practices:

+  BIK (Credit Information Office) — providing no-
tifications on loan applications submitted using
stolen data and reports summarising our credit
obligations.

+ BIG (Register of Debtors) — collecting and
making available information on people with
unliguidated financial obligations.

+ BezpiecznyPESEL.pl portal — allowing the re-
striction of your PESEL number, free of charge, to
prevent taking loans against your personal data.

Follow us on our Facebook (https:/fb.com/CERT.
Polska) and Twitter (@CERT_Polska) profiles, where
we can keep you informed about currently observed
scam scenarios and other threats to which Polish
Internet users are exposed.



https://haveibeenpwned.com/
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2022 was the record-breaking year in terms of the
number of vulnerabilities. In the previous year, more
than 25,000 new vulnerabilities were introduced to
the National Vulnerability Database (NVD) kept by
NISTY. This is an enormous increase over 2021, and
matches the growing trend that can be seen over
the past six years (Chart 3). However, you should
note that the vulnerabilities registered in the NVD
database do not perfectly represent the actual

threat horizon. A significant part of the vulnerabili-
ties is purely theoretical and never used in practice.
This database is greatly supplemented by a database
of actively used vulnerabilities run by CISA®. It only
contains the vulnerabilities whose use has been
identified on a larger scale. As of the end of 2022,
868 different vulnerabilities were actively used, with
93 of them being published during that year.

CHART 3. The number of new vulnerabilities registered in the NVD on an annual basis; source: https:/nvd.nist.gov/*

17 https://nvd.nist.gov/

18 https://www.cisa.gov/known-exploited-vulnerabilities-catalog



https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://nvd.nist.gov/
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PROXYNOTSHELL (CVE-2022-
41040 AND CVE-2022-41082)

The ProxyNotShell vulnerability is similar to the Prox-
yShell vulnerability referred to in the 2021 report®. As
with the previous vulnerability, ProxyNotShell does
not exploit a single loophole but combines several
weaknesses into one attack that enables taking
control of the Exchange server. It is worth pointing
out that for this vulnerability, an attacker must have
at least one functioning account on a mail server,
but this account does not need to have adminis-
trator authorisations assigned. In practice, attackers

very often seek out organisations with a vulnerable
Exchange server and search for functioning author-
isations in leaks or try to purchase them from other
criminals. When an attacker knows the password for
any mail account by exploiting vulnerabilities, he can
put a webshell script on a server. It is worth noting
that taking control of an Exchange server also
frequently leads to gaining administrator authori-
sations in Active Directory. With that, the attacker
gains full control of an organisation’s infrastructure.

FIG. 59 An example attack on an Exchange server exploiting the ProxyNotShell vulnerability;
SOURCE: https://www.cybereason.com/blog/threat-alert-proxynotshell-two-critical-vulnerabilities-affecting-ms-ex-

change*

19 https:/cert.pl/uploads/docs/Raport_CP_2021.pdf#page=53



https://www.cybereason.com/blog/threat-alert-proxynotshell-two-critical-vulnerabilities-affecting-ms-exchange*
https://www.cybereason.com/blog/threat-alert-proxynotshell-two-critical-vulnerabilities-affecting-ms-exchange*
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While handling reports, we several times came
across incidents in which a considerable part of an
organisation’s infrastructure had been encrypted,
with the attacker's starting point being the Prox-
yNotShell vulnerability. To reduce the vulnerability's
effect on Polish organisations, we have notified
owners of vulnerable servers visible on the Internet
via e-mail and N6, a platform to share security in-
cident information. We also provided vulnerability
information through our social media accounts
(Fig. 60).

FIG. 60 A warning against the ProxyNotShell vulnerability;

Statistics derived from the process of informing
vulnerable server owners are as follows:

*«  Number of MS Exchange instances in Polish IP
addresses vulnerable to ProxyNotShell: 208

«  Number of notifications sent to organisations: 86
(some organisations owned several servers).

https://twitter.com/CERT_Polska/status/1575810236958605312*

FOLLINA (CVE-2022-30190)

Exploitation of this vulnerability was noticed and
publicly described for the first time by researchers
from the nao_sec team at the end of May 20222°,
When it was described, there was no patch for it.
The sample found was a Microsoft Word document,
and it used a vulnerability in the Microsoft Support
Diagnostic Tool (MSDT). In contrast to similar
attacks using malicious documents that, apart from

20 https:/twitter.com/nao_sec/status/1530196847679401984

opening the document, did not require any user
interaction. The user's very opening of a malicious
document allowed the attacker to execute code
and run a PowerShell script, which then resulted in
a malware infection.
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FIG. 61 A warning against the CVE-2022-30190 vulnerability;

https://twitter.com/CERT_Polska/status/1531562851361599494*

Although Microsoft published patches removing the
vulnerability under the MSDT within less than three
weeks after information about the vulnerability had
been published, it was frequently used by attackers
in a manner similar to CVE-2017-118822. This vulner-
ability involved the buffer overflow capability and,
as a result, the execution of any code in Microsoft's
Equation Editor. Despite its age and available patch,
it has consistently been one of the most frequently
exploited vulnerabilities for attempts to infect users
with malicious MS Office documents.

FORTIOS (CVE-2022-42475)

If you were to point out a critical element in an
organisation’s infrastructure, it would be the VPN
server. It protects more sensitive systems from per-
petual external attacks by separating the internal in-
frastructure from the Internet. This is the reason why
vulnerabilities in VPN solutions are eagerly exploited
by many attackers, from profit-focused criminal
groups to APT groups stealing classified documents.

One of such vulnerabilities was CVE-2022-42475,
published at the end of the year. It was related to
an SSL-VPN module on equipment using Fortinet

FortiOS and allowed attackers to take control of
a device without authentication. It also turned out
that this vulnerability was exploited even before
associated information and patches were published.

Under incident handling and limiting the impact
of the vulnerability on organisations in Poland, we
notified the owners of all vulnerable servers via an
e-mail and the N6 platform. Additionally, we posted
an article?? on our website describing the vulnerabil-
ity, recormmendations and attack detection method.

Statistics derived from the process of informing
vulnerable server owners were as follows:

+ Number of MS Exchange instances in Polish IP
addresses vulnerable to CVE-2022-42475 (as of
10/10/2022): 198;

*  Number of notifications sent to organisations: 91
(some organisations owned several servers).

21 https://nvd.nist.gov/vuln/detail/CVE-2017-11882

22 https://cert.pl/posts/2022/12/krytyczna-podatnosc-fortios/
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FIG. 62 An article describing the CVE-2022-42475 vulnerability, as well as risk mitigation and attack detection methods.
https://cert.pl/posts/2022/12/krytyczna-podatnosc-fortios/*



https://cert.pl/posts/2022/12/krytyczna-podatnosc-fortios/*

WAR IN UKRAINE -
THE IMPACT ON CYBERSECURITY
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On 24 February 2022, Russia made a full-scale inva-
sion of Ukraine. Russia had intensified operations in
cyberspace, setting the stage for the future, even
during the months preceding the outbreak of the
war. In January, Russian hackers paralysed Ukrainian
government websites and, just before the invasion,
they also conducted a cyberattack on the KA-SAT
satellite network. The aim of these operations was
to prevent communication among thousands of
users in Ukraine and to interrupt connectivity to
broadband Internet for tens of thousands of con-
sumers in some EU Member States. Today, more
than a year after the outbreak of the war, we observe
how Russia tries to use cyberattacks to destabilise
internal affairs in countries that support Ukraine.
The number of attacks on public institutions and
critical infrastructure has risen, which is in line with
the Russian military strategy. Is their impact in ac-
cordance with expectations?

The initial news from Ukraine is often referred to
as a “hybrid war”. It was also suggested that this
war would be “digital” and limited to cyberspace.
In hindsight, we now know that this is a full-scale
conflict where conventional tools play a key role.
However, you can see for the first time how cyber-
space activities support traditional military opera-
tions. We mean the activities of individual hackers
or hacktivist groups, as well as the dissemination of
false information.

The scale of the incidents in 2022 is considerably
larger than in previous years. It partially depends
on the situation beyond our eastern border. The
events in the Polish cyberspace that we directly as-
sociate with the situation in Ukraine include mass
DDoS attacks aimed at government websites and
portals owned by relevant Polish business entities.
We also encounter phishing campaigns that use
the war motif and appear mainly on social media.
Changes on the power market triggered by Russian
aggression have also led to the emergence of false
heating fuel stores.

We want to comment on the above events in the
section concerning the war in Ukraine. We are com-
mitted to showing how cyberspace is dependent on
events in the real world. We would like to tackle the
following topics: what is the intensity of geopolitics
in online situations, and how alliances formed on
military or political grounds are reflected in hack-
tivist group activities. It should be emphasised that
the aspects described in this report are common to
countries allied with Ukraine. Poland is not the only
country challenging hostile activities online. Similar
mechanisms of action or even the same hacktivist
groups are noticed in other countries within our
region and in the USA.

What is interesting is that actions aimed at desta-
bilisation encourage countries to enhance cooper-
ation and the exchange of experience, which allows
lessons to be learned and the creation of more ef-
fective responses to the attacks. You should not also
forget that the threat in cyberspace related to the
war in Ukraine has not been eliminated.
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On 24 February 2022, the KA-SAT satellite network,
owned by Viasat, fell victim to a targeted attack. The
actor's actions resulted in the unavailability of satel-
lite connectivity for tens of thousands of end devices,
located mainly in Central and Eastern Europe.

ATTACK SEQUENCE

In the early morning hours on 24 February 2022, the
KA-SAT network suffered an intense DoS attack tar-
geted at their satellite infrastructure, coming from
end devices located in Ukraine. The attack began
around 03:02 UTC and destabilised the connection
for client-based equipment to the network, re-
sulting in the inability to connect new ones to the
network. Viasat and Skylogic initiated an incident
analysis by identifying the dropping number of
end devices connected to the network segment
subject to the attack, which influenced numerous
Central and Eastern European subscribers. One
of the largest disclosed commercial entities that
suffered the effects of the attack was the German
power company, Enercon. The company lost the
capability to remotely monitor and control 5,800
wind turbines. No information related to the effect of
the attack on the military sector and the Ukrainian
defence forces has been published.

TECHNICAL DESCRIPTION

A further analysis of the incident showed that an
incorrectly configured VPN gateway was the attack
vector. Using the gateway, the attackers gained
access to the Viasat internal network that was
used to manage the KA-SAT client-based network.
With this access point, the attackers sent to the
clients’ modems connected to the network a series

of commands that probably guided the devices
to download and run AcidRain. This is wiper-type
malware designed for MISP, an architecture widely
used in modemes. Its main task is to disturb the func-
tioning of devices by overwriting the files represent-
ing logical devices (/dev...) in the operating system
and then finally to restart the system. Devices
attacked in this way were unable to restart, which
resulted in service unavailability (DoS). According
to the information provided by the manufacturer, if
the device was reset to the factory settings, it was
restored to full functionality since the firmware was
not overwritten during the attack. There were also
no indications that the attack had any impact on
the infrastructure used to update devices or mod-
ified images of the modem software. In addition,
no traces were found of any other malware used
to exfiltrate data or perform other non-destruc-
tive activities.

ATTRIBUTION

The attack was initiated at almost the same time as
the full-scale Russian invasion of Ukraine. In Ukraine,
it affected thousands of customers, disturbing or
completely preventing satellite connectivity. The
AcidRain malware used for the attack has some
common components with the previously observed
destructive module used in the distribution of the
VPNFilter malware. VPNFilter was assigned to
various actors associated with the GRU, a Russian
institution responsible for military intelligence.
Some significant differences among these malware
samples can be seen, however, which is why attack
attribution is not completely clear.
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Along with the outbreak of the war in Ukraine, many
cybercriminal and hacktivist groups initiated their
activities aimed at our neighbour, with this impact
being further shifted to Poland as well as Baltic
and Scandinavian countries. One such group is
Killnet, which focused on DDoS attacks before the
war. As opposed to other highly qualified Russian

FIG. 63 An example message from Killnet

cybercriminal groups (Sandworm and FancyBear),
Killnet is not a special and well-organised group. It
is partially structured and consists of smaller, less
known groups that also sympathise with Russia.
Killnet is known for the distribution of propaganda
and false information. Pro-Russian groups associat-
ed with Killnet include Legion and Xaknet.
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The targets of the first attacks conducted by Killnet
were Ukrainian public institutions and companies,
such as the Ukrainian Vodafone branch office. After-
wards, the group directed the attacks at countries
that supported Ukraine or did not directly support
the Russian invasion of Ukraine. According to this
tactic, the subsequent targets of Killnet were such
countries as Lithuania, Latvia, Estonia and Poland.
Thereafter, they attacked CyberPol which they
accused of breaking into their server and stealing
information concerning one of the group members.
They also attacked the NATO Cooperative Cyber
Defence Centre of Excellence (CCDCOE), which is
responsible for organising one of the biggest in-
ternational computer defence exercises, “Locked
Shields”. In total, the list of Killnet targets contains
many countries from various continents.

At the end of March 2022, Killnet conducted a DDoS
attack on the websites of the Supreme Court and
the National Bank of Poland. Since then, Killnet has
conducted and informed on a regular basis about
DDosS attacks on other Polish government entities
and private companies. The group has also DDoS
attacked the websites of eight Polish airports. The
method used by Killnet and its subgroups to select
their targets is difficult to determine. The Polish
targets include government institutions, such as
the above-mentioned Supreme Court and the Na-
tional Bank of Poland, the Police, as well as entities
involving hospitals in smaller powiat-level cities and
companies, e.g., Castorama, mBank and Orange.

FIG. 64 An example message informing about an attack on the website of the National Bank of Poland
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Attackers post information about a conducted
attack via their Telegram channels. They initially
made an entry regarding the planned activity just
before its commencement. After some time, they
changed their attitude and now inform about an
attack when it has been conducted and attained
its intended effect.

The main targets of criminals in most cases are
websites of various state institutions and private-
ly-owned companies. Attackers use Telegram to
publish a screenshot from the https://check-host.
net/ service, presenting a temporary availability
issue with the home page of the attacked entity. The
result obtained by attackers is often an illusion; web-
sites are frequently unavailable for a few minutes, or
they reject connections from non-Polish IP address-
es. The attacked websites are mainly used for refer-
ence, which is why, in most cases, the functioning
of an institution that is a victim of cybercriminals is
not compromised. The main objective of Killnet is to
distribute propaganda and false information.

Killnet was entered into the Russian State-Spon-
sored list for the group's DDoS attacks on the critical
infrastructure of the USA and other Anglo-Sax-
on countries.

Killnet has changed its structure multiple times.
Killnet 2.0 and then Legion Russia were created; the
latter consisted of other groups intended to conduct
a joint DDoS attack.

The CSIRT KNF team has drawn up a guide with
good practices to counteract DDoS attacks. We
recommend you read it.

https://cebrf.knf.gov.pl/images/Raporty/Dobre_
praktyki_w_zakresie_przeciwdziaania_atakom_
DDoS_77247 pdf

FIG. 65 An example message from Killnet with a list of
attacked targets


https://check-host.net/
https://check-host.net/
https://cebrf.knf.gov.pl/images/Raporty/Dobre_praktyki_w_zakresie_przeciwdziaania_atakom_DDoS_77247.pdf
https://cebrf.knf.gov.pl/images/Raporty/Dobre_praktyki_w_zakresie_przeciwdziaania_atakom_DDoS_77247.pdf
https://cebrf.knf.gov.pl/images/Raporty/Dobre_praktyki_w_zakresie_przeciwdziaania_atakom_DDoS_77247.pdf
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FAKE FACEBOOK LOGIN PANELS

The most popular fraud in 2022 involved fake articles
extorting Facebook login credentials. The Facebook
login panel was preceded by an article containing
information that was intended to evoke extreme
emotions and interest in the user. For example,
fake news informing about the Belarusian attack
on Ukraine and the horrible act of two Belarusian
soldiers, about kidnapping the Ukrainian president
and his death. Other articles also described the firing
on Lubaczow, Przemysl, Rzeszow and Hrubieszow
with Russian rockets. News concerning Poland
was also popular, in which the authors described
how Ukrainian citizens attacked a young woman
in the city centre. According to other articles, the
war might have allegedly ended when several con-
ditions were met by Polish politicians. Other topics
were also discussed. All articles had one item in
common — an alleged video presenting key details.
Access to the video might have been gained only
after previous verification via Facebook.

Criminals used the pre-seized accounts, with which
they disseminated specifically prepared domains
with sensational information and a Facebook login
panel. The layout of fake websites deceptively imitat-
ed well-known social media portals or news portals,
which lulled the user. With the takeover of each
additional account, the base of potential victims
and the range of fraud propagation expanded. Ad-
ditionally, cybercriminals used the accounts to extort
money from the victims' friends, who were unaware
of the situation. A fraudster contacted a potential
victim, asking for a cash transfer, and sent a fake
payment gateway. Cases of BLIK code extortion
were more frequent.
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FIG. 66 Examples of fake articles preceding the login panel used to extort credentials
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FIG. 67 Examples of fake articles preceding the login panel used to extort credentials

FAKE FUNDRAISING

In 2022, CERT Polska also identified attempts of
money extortion behind the cloak of aid activi-
ties. During the last days of last year's February,
we observed a fake domain deceptively similar to
Pomagam.pl, a well-known service to create fund-
raising actions. This fundraising was seemingly
organised by Fundacja Pomagam, and the funds
collected exceeded PLN 3.5 million.

There were also attempts to extort money and trans-
fer it directly to fraudsters' accounts or cryptocurren-
cy wallets. Information about fake fundraising was
distributed using e-mail messages, SMS messages,
or social media posts.

NIGERIAN SCAM

During the war, one of the oldest frauds, the Nigeri-
an scam, was also identified. Fraudsters created fake
people, such as:

+ a Ukrainian widow whose husband died during
the war,

« astrategic NATO employee with relationships
with Ukraine;

* aship engineer who was engaged in the war;

* anengineer working at Azovstal;

* a22-year old Ukrainian woman who lost her
parents during the war and needs help in the
form of a transfer of a large sum of money to
a safe location.

Although the effectiveness of this fraud is not high,
some people, encouraged by a seemingly easy
profit, still lose their life savings.

The sequence of actions taken by fraudsters is
similar to the historical examples of the Nigerian
scam. A victim is convinced that he can get rich, but
to complete the transaction, he must pay a small
amount. As the conversation progresses, the sum
of money goes from low to high.
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FIG. 68 A fake fundraising

FIG. 69 A Nigerian scam using the Ukraine-related motif
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FAKE INVESTMENTS

Fake investments form another type of fraud associ-
ated with the war motif. Poles were addressed with
a campaign of advertisements presenting invest-
ment platforms where they could allegedly make
fast money on investments in cryptocurrencies or
company shares. An article that encouraged users
to invest suggested that the Russian immigrants
use a free-to-use tool to bypass sanctions and make
a quick profit. At first, fraudsters encourage users to
pay small amounts to their platform, which at the
initial stage introduces a mistake by suggesting
that the increase in profit is high. The user, lured by
a quick profit, pays his savings with the intention
of elevating the alleged income. The transferred
money, however, ends up in accounts owned by
criminals. Such campaigns were widely propagated
via spam.

FIG. 70 An advertisement promoting investments

EMAIL MESSAGES WITH THREATS

Public institutions and people were subject to
a cascading wave of e-mail messages. The mes-
sages contained information stating that a bomb,
a dispenser with hazardous gas or another device
was placed somewhere that may cause harm to
people staying in the facility indicated in the text.
Initially, relevant services handled such reports, but
over time, due to the fact that this threat became
increasingly common, e-mail messages with threats
were classified as low-reliability information. The
motifs brought up in the messages may include
a lack of aid as well as excessive aid granted to the
Ukrainians. In addition, CERT Polska registered prop-
aganda-related email threats, which were sent to in-
tentionally evoke aversion in Poles towards Ukraine
and Ukrainian citizens.

In April 2022, information was widely sent to the
mailboxes of public hospitals, stating that a bomb
was planted in revenge for activities taken during
the pandemic and aid granted to Ukrainian refugees.
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SPAM

Attempts to attack the victims of data leaks from
various services have been continuously monitored
by analytics for years. The most popular spam
campaign associated with the war in Ukraine was
a campaign in which fraudsters posed as Ukrainian
hackers. They sent messages most frequently to
contact addresses linked to online shops. Unauthor-
ised persons were allegedly to take control of the
said websites. To extort money, attackers suggested
that it was a donation to Ukraine. In reality, this was
a private cryptocurrency wallet. If no payment was
made, the seized website was set to display infor-
mation visible to visitors. The latter was also meant
to suggest a donation to Ukraine.

Besides, such extortion attempts were sent to pub-
licly available email addresses.

FIG. 71 A cascading spam

The above campaigns are not the only frauds using
the theme of the war in Ukraine. You could find
advertisements online offering the rental of a room,
a flat, or an entire house. Ukrainians responded to
such advertisements, transferring money to the
indicated account, and then they discovered that
there was no such location, with the conversation
with the contact person from the advertisement
suddenly breaking off.

In addition, CERT Polska registered numerous spam
messages referring to our eastern neighbours. In
most cases, the messages included false news and
propaganda. Disinformation also surfaced on the
seized websites.
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At the end of 2021 and from the beginning of 2022,
Europeans had to face rising prices for energy and
heating fuels. This was caused by the outbreak of
the war in Ukraine and the fact that Russia had
been for many years one of the leading exporters of
fuels to the European market. As an outcome of the
outbreak of the war, the President of the Republic
of Poland signed the Act of 13 April 2022 on specific
solutions in terms of counteracting the support for

aggression against Ukraine, and ensuring national
security. The Act implements the prohibition against
supplying coal and coke from Russia and Belarus
to Poland and transiting them across Poland. Coal
prices on the European markets were rapidly in-
creasing, driven by fear and bulk purchases of the
raw material that were meant to secure supplies for
the 2022/2023 winter season.

CHART 4. Increasing coal prices in view of the Russian invasion of Ukraine

https:// www.wnp.pl/gornictwo/notowania/ceny_wegla/
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According to the statistics retrieved from the
government service, dane.gov.pl, hard coal is the
primary source of heating for 3.8 million of the 15
million Polish households, while another 800,000
households used coal for heating purposes. As
a result, Poles started to purchase solid fuels left on
the market in bulk to protect themselves against po-
tential issues during the heating season. The interest

FIG. 72 A note on the lack of goods on sklep.pgg.pl

Situations like the above are always used by cyber-
criminals. Virtually from day one of the pandemic
or the outbreak of the war in Ukraine, fake articles
were published to extort login credentials, mainly
for Facebook. This was again the case when the
criminals decided to make use of the topic popular
in the media, with the desperation of the Internet
users who tried to find a way to buy coal or pellets.
An unstable price of solid fuels, which sometimes
changed from week to week, contributed to
the situation.

was so high that the products were unavailable for
most of the time at the majority of the sellers, in-
cluding in the store of Polska Grupa Goérnicza, and
they were sold only on specific days of the week.

SOURCE: https://dane.gov.pl/pl/dataset/2061,szacun-
ki-danych-o-zuzyciu-energii-w-gospodarstwach/
resource/38941

Our team received the first reports covering false
stores offering coal or pellets in June 2022. The
stores sold them at the level of PLN 1,200-1,500,
which even then was a price several hundred zlotys
lower than the market average price that was close
to PLN 2,000.


https://dane.gov.pl/pl/dataset/2061,szacunki-danych-o-zuzyciu-energii-w-gospodarstwach/resource/38941/table?page=1&per_page=20&q=&sort=
https://dane.gov.pl/pl/dataset/2061,szacunki-danych-o-zuzyciu-energii-w-gospodarstwach/resource/38941/table?page=1&per_page=20&q=&sort=
https://dane.gov.pl/pl/dataset/2061,szacunki-danych-o-zuzyciu-energii-w-gospodarstwach/resource/38941/table?page=1&per_page=20&q=&sort=
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FIG. 73 A screenshot of the home page of a false store

The most intriguing case noticed by CERT Polska
was a store imitating an official sales platform
owned by Polska Grupa Gdrnicza. According to
user reports and an analysis carried out by our team,
criminals displayed the solid fuels on the home
page in parallel to the ongoing sales sessions on
the official website, sklep.pgg.pl, then later showed
a dummy page in the form of a store with elec-
tronic equipment. The goal was probably to make

14
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CHART 5. Number of false stores offering coal sales in 2022

September

verification by our analysts more difficult and extend
the functioning of the false store.

The process intensified as the heating season ap-
proached. The criminals most frequently used the
Polska Grupa Gdrnicza brand. In December, our
team monitored 12 false stores, of which 7 used the
PGG name in the domain.

October

November December
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As is standard for such stores, payment by trans-
fer was the only possible method. In such a case,
money recovery is more difficult than when you pay
using a card, which may include a chargeback. False
stores prompt a victim to make an instant transfer,
stating, for instance, faster service execution.

FIG. 74 A note prompting to make an instant transfer
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At the end of 2022, we completed a three-year the cooperation of the European CSIRT teams and
MeliCERTes project (contract SMART 2018/1024),  their operations.
whose aim was to create a platform supporting

FIG. 75 Open source tools comprising MeliCERTes
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Our team acted as the coordinator of the project,
with four other European CSIRTs being involved
in the work on the MeliCERTes platform: CERT.at
(Austria), CERT-EE (Estonia), CIRCL (Luxembourg)
and SK-CERT (Slovakia). The consortium also includ-
ed Deloitte (Belgium).

The primary goal for the development of the
MeliCERTes platform is to support the European
Commission'’s cybersecurity strategy by:

+ allowing effective communication within the
CSIRTs Network;

+ developing and sharing useful open source tools
used and maintained by CSIRTs.

The project also aimed to support long-term ac-
tivities of European institutions, such as obtaining
digital independence and promoting trusted and
cross-border digital services.

The main role of CERT Polska was to develop the
concept of the entire platform and coordinate the
consortium's operations. Beyond that, our team
carried out technical tasks related to the integration
of the final version of the MeliCERTes platform.

PROJECT RESULTS

The main outcome of the project is the development
of the MeliCERTes platform, which consists of two
major parts. The first one includes a set of open
source tools?®* which are used by the CSIRTs, SOCs
and other entities dealing with cybersecurity in the
public and private sectors. The second part covers
tools deployed by ENISA for the purposes of the
CSIRT Network, which was established under the
NIS directive.

A new tool, Cerebrate, was developed specifically
for the MeliCERTes platform. Moreover, the project
contributed to the development of all open source
tools included in the platform.

TOOLS IN THE MELICERTES
PLATFORM

Cerebrate: Trusted contact information provider
and orchestrator for other security tools. https://
cerebrate-project.org/

MISP: threat intelligence platform for sharing,
storing and correlating Indicators of Compromise
https:/www.misp-project.org/

Taranis NG: a tool facilitating the collection of open-
source intelligence (OSINT), its analysis and the de-
velopment of reports. https://taranis.ng/

IntelMQ: a framework used for the automatic collec-
tion, processing and enrichment of large amounts of
security-related data. https://github.com/certtools/

intelmg/

AlL: a framework to collect, index and analyse un-
structured data. https://www.ail-project.org/

MWDB and Karton: a malware repository and a dis-
tributed processing framework. https:/github.com/
CERT-Polska/mwdb-core

FUTURE OF THE PROJECT

In November 2022, we organised a final workshop
in Brussels with the active participation of the rep-
resentatives of the European Commission, HaDEA
(European Health and Digital Executive Agency)
as well as the beneficiaries of EU's cybersecurity
grants. The participants summarised the effects
of the cybersecurity funding from the Connecting
Europe Facility?* programme and the MeliCERTes
project. They agreed that the platform will be further
maintained and developed to ensure availability of
open source tools that enable cooperation of CSIRTs
within the EU.

The MeliCERTes project is an example of successful
collaboration of European CSIRTs focused on the
development of tools supporting their operating
activities. While the project has been officially con-
cluded, the open source tools will be developed by
CSIRTs and the wider community.

23 https:/github.com/melicertes/docs

24 https://hadea.ec.europa.eu/programmes/cef-old/cef-tele-

com_en
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https://www.ail-project.org/
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In 2022, we finished the CyberExchange project, an
initiative to support the exchange of expertise and
experience among 11 European CSIRTs. The project
was launched in 2018 and was scheduled to end in
2020, but the COVID-19 pandemic meant that it was
extended by over a year. Apart from CERT Polska,
teams participating in this project came from
Austria, Croatia, the Czech Republic, Greece, Latvia,
Luxembourg, Malta, Romania and Slovakia. CZ.NIC,
the Czech association which is the host organisation
of CSIRT.CZ, was the consortium leader.

The project was based on short internships which
allowed specialists from national and governmen-
tal response teams to learn from their peers in
other countries and to establish personal contacts,
which are a key element of efficient internation-
al cooperation.

Our team hosted the representatives of CERT.at,
CERT.LV, CERT.hr, SK-CERT and CSIRT Malta. One of
the primary topics of the internships were the tools
supporting operating activities, such as systems to
automatically analyse malware.

The project was co-financed from European Union
funds under the “Connecting Europe Facility” pro-
gramme, grant no. 2017-EU-1A-0T18.
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Joint Threat Analysis Network is a project coordi-
nated by CERT Polska, with participation of multi-
ple European CSIRTs: CIRCL (Luxembourg), CERT.
LV (Latvia), CERT.at (Austria), SK-CERT (Slovakia),
CERT-EE (Estonia), DNSC (Romania) and Corexalys
(France).

The main goal of the JTAN project is to develop tools
to collect, analyse and exchange cyber threat intelli-
gence (CTI). The project started in 2021, and our work
will continue until 2024.

The following open source tools are developed under
the project:

« AlL-a framework to collect, index and analyse
non-structured security-related data.

+ Graphoscope — a tool that supports analysts
through the integration and visualisation of data
from multiple sources.

« Taranis NG - a system to automate collection of
open source intelligence (OSINT) and to facilitate
its analysis.

+ n6and MWDB developed by CERT Polska, dis-
cussed in more detail below.

The project is co-financed from European Union
funds under the “Connecting Europe Facility” pro-
gramme, grant no. 2020-EU-1A-0260.
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As a part of the JTAN project, we introduced mul-
tiple improvements in the n6 platform. The most
visible ones changes to the n6 start page?°. After
logging in, users have access to a chart with sta-
tistics of events within the organisation’s network
from the last 30 days (Fig. 76). Another addition to
the portalis is a knowledge base, where we provide
essential information concerning the use of the n6
system. Last year, we also added new sources of
data, in particular in categories related to phishing

and vulnerable devices. A significant integration was
the addition of data from the Domain Trust platform
maintained by the Global Cyber Alliance?®.

Moreover, we implemented numerous improve-
ments in the N6 engine and expanded the func-
tionality of the admin interface. The n6 source
code is available on GitHub: https://github.com/
CERT-Polska/n6

FIG. 76 A new event view in the n6 user
network (example data)

25 https://n6portal.cert.pl/

26 https://www.nask.pl/pl/aktualnosci/4883,NASK-podpis-
al-umowe-o-wspolpracy-z-Global-Cyber-Alliance.html
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https://www.nask.pl/pl/aktualnosci/4883,NASK-podpisal-umowe-o-wspolpracy-z-Global-Cyber-Alliance.html
https://www.nask.pl/pl/aktualnosci/4883,NASK-podpisal-umowe-o-wspolpracy-z-Global-Cyber-Alliance.html
https://n6portal.cert.pl/
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During the last year, we actively developed the open  Other improvements include:
source version of the MWDB?7,
« added structured attributes in the JISON format;
We added support for the Openl|D Connect proto-
col, which allows authentication through external + support for templates to for customised pres-

identity providers. This functionality is particularly entation of attributes in the web interface;im-
suitable for more complex implementations of the proved search performance;

MWDB; we will first use it to authenticate users from

the CSIRT Network?8. + added support for authentication via the AWS

IAM, which simplifies the integration with
Amazon S3 service for storing malware samples.

We also worked to improve the quality of the MWDB
code base, including the web interface, which is
based on the React framework.

27 https://github.com/CERT-Polska/mwdb-core

28 https://csirtsnetwork.eu/
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In this section of our report, we present statis-
tics related to incidents that are automatically
processed, mostly using the n6 platform?2°. They
concern vulnerable systems, probable infections or
successful attacks in Polish networks, which were
retrieved from external sources and then reported
to CERT Polska. Such data is aggregated, normal-
ised and shared free of charge with network owners
and relevant CSIRT teams.

LIMITATIONS

We made much effort to ensure that the image of
the situation resulting from the presented statistics
accurately defines all large-scale threats. One must
not forget, however, that there are certain limitations,
mainly due to the nature of the available source data.
First of all, it is not possible to collect full information
on all types of threats, which is best exemplified by
attacks targeting specific entities or user groups.
Unlike mass attacks, these attacks are usually not
registered by our monitoring systems or reported
to our team. The problem with the presentation of
the current actual condition is also caused by the
fact that a threat may be active — even for a longer
time — until it is studied and its regular observation
takes place. For example, the number of infected
computers encompassed by a botnet may be diffi-
cult to determine before it is neutralised by taking
over the command and control infrastructure (C&C).
Another important issue is to be able to determine
the scale of a given threat, which is most often
achieved by counting the associated IP addresses
observed throughout the day. Thus it is assumed
that the number of addresses is close to the number
of affected devices or users. Obviously, this measure
is imperfect due to the widespread use of two
mechanisms affecting visible public addresses, i.e.

+ NAT (address translation) causing underestima-
tion, because there are often multiple computers
behind a single external IP address;

29 https:/n6.cert.pl/

+ DHCP (dynamic addressing) causing overesti-

mation, because the same infected computer
can be detected several times in one day with
different addresses.

One might suspect that the influence of both
mechanisms on the aggregated results is largely
cancelled, but a thorough examination of the NAT
and DHCP impact in this context would require
a separate analysis. The final remark concerns the
IP protocol version, i.e. all the statistics given refer
to the fourth version of this protocol. This is due to
the still minor degree of IPv6 implementation in
Poland and, what follows, due to the negligibly small
number of reports we receive regarding this type
of addresses.

BOTNETS

In this section, statistical data related to botnet ac-
tivity is presented. It must be unambiguously stated
that the data presented includes only recognised
and monitored botnets, for which relevant data
is available.

BOTNETS IN POLAND

Table 3 presents the number of infected computers
in Polish networks. In 2022, we collected informa-
tion concerning 302,696 (in total) bot IP addresses.
In comparison with the previous years, we once
again noted a decrease of approximately 140,000
compared to 2021 and 340,000 compared to 2020.


https://n6.cert.pl/
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Family Daily maximum value Daily average value Standard deviation
1 Andromeda 2127 1244 379
2 Avalanche 1 444 587 135
3 Mirai 920 431 136
4 Conficker 668 349 104
5 QSnatch 651 508 97
6 Gamut 483 102 108
7 Sality 418 159 103
8 ISFB 396 71 94
° Nymaim 371 53 27
10 Necurs 316 144 48

TABLE 3 Largest botnets in Poland

For many years, we have been observing the activity
of botnets that are already sinkholed within Polish
networks. One of them is Andromeda which once
again took first place on the above list, with a daily
average number of infected devices amounting
to approximately 1,200. Note that in 2021, nearly
2,000 devices had been infected, so there was
a substantial drop. A downward trend is also seen
on an annual basis: at the beginning of the year,
we recorded on average approximately 2,000
IP addresses, whereas at the end of the year, this
number decreased to 1,000. We noticed the same
trend with regard to the infections of QNAP Systems
devices with QSnatch botnet — there was a decrease
of approximately 200 |P addresses, comparing the
values from the beginning and the end of 2022.
The declining trend is also visible for Necurs. Once
again, the list contains the |oT Mirai botnet family. It
is worth highlighting that it ranked higher than in
the previous year. On average, 431 |oT devices with
IP addresses were infected with this botnet family.
Following a decrease of approximately 200 address-
es from 2020 to 2021, this time there was an increase
of approximately 100 addresses.

INFECTIONS BROKEN DOWN BY

TELECOM OPERATORS

Chart 6 presents the degree of infection of users
in largest telecommunications operator networks.
It has been estimated based on the daily number
of infected IP addresses. The degree of infection is
determined by dividing the number of bots by the
number of customers using Internet access services
provided by a given operator. We also use data from
the “Report on the state of the telecommunications
market in Poland in 2021" issued by the Office of
Electronic Communications=°.

30 https://www.uke.gov.pl/download/gfx/uke/pl/defaultaktual-
nosci/36/431/13/raport_o_stanie_rynku_telekomunikacyjne-
go_w_polsce_w_2021_r..pdf



https://www.uke.gov.pl/download/gfx/uke/pl/defaultaktualnosci/36/431/13/raport_o_stanie_rynku_telekomunikacyjnego_w_polsce_w_2021_r..pdf
https://www.uke.gov.pl/download/gfx/uke/pl/defaultaktualnosci/36/431/13/raport_o_stanie_rynku_telekomunikacyjnego_w_polsce_w_2021_r..pdf
https://www.uke.gov.pl/download/gfx/uke/pl/defaultaktualnosci/36/431/13/raport_o_stanie_rynku_telekomunikacyjnego_w_polsce_w_2021_r..pdf
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CHART 6 Botnet activity within largest ISP networks in 2022

In 2022, the average daily number of infected
devices within the Polish Internet amounted to 4,121.
During the year, a slight downward trend could be
observed. In January 2022, the degree of infections
in Polish networks was approximately 4,500 devices.
This value remained steady until the second half of
the year. During the second half of the year, there
was a decrease, while at the end of the year there
were approximately 3,500 devices.

For each of the operators, the infection rate did not
exceed a half per thousand.

Similarly to previous years, the largest estimated
percentage of infected users were present in the
Netia networks. For this operator, a declining trend
was maintained, which was particularly visible
during the second half of the year. Once again, INEA

and Multimedia ranked second and third, respec-
tively, in terms of the infection rate. In both cases,
there was a downward trend, which is, however,
not as substantial over the year as in 2021. For the
remaining operators, the network infection rate
was maintained at a steady level throughout the
year. The only exception is Plus / Cyfrowy Polsat,
where a downward trend is observed. Play and
Plus/Cyfrowy Polsat compare the most favourably
relative to other operators; their infection rate is
the lowest.

As for the Andromeda botnet, the highest number of
infected devices was observed during the previous
year in Orange and Plus / Cyfrowy Polsat networks.
The daily number of IP addresses was steady and
exceeded 300 addresses for Orange and 200 ad-
dresses for Plus / Cyfrowy Polsat. Infections with the
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Avalanche botnet were the most frequent in Plus
/ Cyfrowy Polsat. The number of infected devices
was around 100. The largest number of infected
NAS devices is present in the Orange (170 devices on
average) and UPC (60 devices on average) networks.
In other networks, the share of QSnatch infections
was negligible. Similarly to the previous year, Mirai
botnet infections were observed mostly in the
Orange networks, while for the remaining operators
the number was negligible. Conficker botnet infec-
tions were most widespread in Orange and Netia
(50 devices on average in both cases).

C&C SERVERS

C&C IN THE WORLD
In 2022, we collected information regarding 8,570
IP addresses likely used as botnet cormmand and

control servers (C&C). This number is similar to the
one we recorded the year before (9,410 addresses),
but it was significantly lower than in 2020 (64,653
addresses). For instance, this stems from the fact
that some of the sources providing us with this type
of data are inactive.

Due to the nature of the threat, we decided to de-
scribe the problem in relation to IP address locations
and the top-level domain (TLD) of the C&C domain
name. The statistics exclude reports on CERT Polska
sinkhole servers that we use to disable botnets and
detect infected machines. Among the 131 countries
where we identified C&C servers, the highest share
of the servers were located in the United States
(3,386).

Item Country Number of IP addresses Share
1 Stany Zjednoczone 3386 39,51%
2 Rumunia 550 6,42%
3 Holandia 358 4,18%
4 Niemcy 273 3,19%
5 Rosja 236 2,75%
6 Meksyk 208 2,43%
7 Zjednoczone Emiraty Arabskie 201 2,35%
8 Francja 194 2,26%
9 Kanada 191 2,23%
10 Wielka Brytania 190 2.22%
40 Polska 29 0,34%

TABLE 4 Countries with the largest numbers of C&C servers
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We observed 1,275 various autonomous systems Cloudflare, which is very often used to hide the real
(AS) where C&C servers were located. Ten autono-  server address. As you can see in Table 5, according
mous systems included approximately 26% of all the  to the list in Table 4, the highest number of auton-
malicious servers, with the most popular one being  omous systems is registered in the United States.

Item AS number Name Country Number of IPs Share
1 13335 Cloudflare Stany Zjednoczone 356 4.15%
2 8708 RCS-RDS Rumunia 311 3,63%
3 7922 COMCAST Stany Zjednoczone 302 352%
4 211252 DELIS Stany Zjednoczone 227 2,65%
5 14061 DigitalOcean Stany Zjednoczone 202 2,36%
6 701 Verizon Stany Zjednoczone 194 2,26%

7 5384 Ermra_tes Telecommum— Zjednoczone Emiraty Arabskie 190 2,22%
cations Corporation

8 8151 Uninet Meksyk 170 1,98%

9 16509 Amazon Stany Zjednoczone 153 1,79%

CenturyLink Communi-

10 209 :
cations

Stany Zjednoczone 146 1,70%

TABLE 5 Autonomous systems with the largest numbers of C&C servers

We were also notified of 2,815 Fully Qualified most common TLD, we noticed only 2 country-code
Domain Names (FQDN) operating as botnet man-  domains (ccTLD): .ru (Russian domain) and .cf (the
agement servers. They were registered within 155  Central African Republic’'s domain).

top-level domains (TLD), 44% of which within the

.com domain. During the year in question, we did

not identify any C&C servers using the .pl domain.

See Table 6 for a list of most common TLD. As you

can see, more than 62% of all the domains are reg-

istered on the most common TLD (.com, .net and

.0rg), but some less popular ones, such as .xyz, .top

or .onling, are also used. Interestingly, among the 10
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Iltem TLD Number of domains Share
1 com 1238 43,98%
2 net 260 9,24%
3 org 256 9,09%
4 Xyz 173 6,15%
5 top 68 2,42%
6 ru 56 1,99%
7 online 52 1,85%
8 info 48 1,71%
9 cf 31 1,10%
10 site 27 0,96%

TABLE 6 Most common top-level domains under which botnet-controlers were operating

C&C IN POLAND

In Poland, C&C servers were active at 29 different
IP addresses (30th place in the world) in 19 autono-
mous systems. The numbers are lower than in 2021,
when we collected information about 59 Polish
IP addresses in 34 autonomous systems, but we
cannot draw conclusions on this basis due to the
lower number of data sources compared to the
year before.

The autonomous systems with the largest number
of Polish IP addresses include: Orange (AS5617, 8
addresses), GHOST (AS202422, 2 addresses), Giga-
HostingServices (AS213010, 2 addresses) and Google
(AS396982, 2 addresses).

PHISHING

PHISHING HOSTED IN POLISH NETWORKS

This subsection only includes statistics on phishing
in the traditional sense of the word, i.e. “imperson-
ation” of well-known brands, using email and web-
sites to phish for sensitive data. For example, we do
not include in this category the cases of imperson-
ation of invoice providers distributing malware.

In 2022, we received a total of 29,578 reports about
phishing in Polish networks. These are all the
reports, irrespective of whether attacks were tar-
geted at Polish users. They concerned 18,618 URL
addresses with 16,086 domains which were divided
into 1,962 IP addresses. This means a boost com-
pared to the previous year. Such a change results, for
instance, from the utilisation of a new source of data:
since August, we have been recording threat-related
information supplied by the Global Cyber Alliance.
Table 7 lists 10 autonomous systems with the largest
numbers of phishing websites. As in the previous
years, a significant share of home.pl is compared to
other autonomous systems, which may result
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Item AS number Name Number of IP Number of domains
addresses
1 12824 home.pl 482 2078
2 20940 Akamai Technologies 180 88
3 15967 Nazwa.pl 162 2670
4 41079 H88 107 1426
5 16276 OVH 91 623
6 197226 Sprint 66 195
7 29522 KEI 58 166
8 203417 LH.pl 51 1110
9 198414 H88 40 236
10 57367 Atman 39 290

TABLE 7 Polish autonomous systems with the largest numbers of phishing sites

The domain names identified by us included 235
different TLDs (Top-Level Domain). The two most
common, .com and .pl, constituted over 65% of
all the reported domain names. Their popularity

may result, for example, from higher user trust in
these domains. Criminals may choose them due
to their lower domain registration price or higher
name availability.

Item TLD Number of domains Share
1 com 6 690 41,59%
2 ol 3775 23,47%
3 online 592 3,68%
4 net 509 3,16%
5 dev 485 3,02%
6 info 435 2,70%
7 eu 425 2,64%
8 org 416 2,59%
9 cfd 397 2,47%

TABLE 8 Most common top-level domains in Poland with the highest number of phishing websites
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Chart 7 presents the number of phishing domains
divided into IP addresses in Polish networks, broken
down into months. Data submitted by the Global
Cyber Alliance had a great impact on the statis-
tics during the last few months, which is why we
highlighted them in colour. As you can see on the
chart, during the majority of the year, the number
of phishing websites remained at a fairly steady
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® othersources

level of nearly 500 domains per month. If you take
into account the GCA data, however, you can notice
a considerable increase in the number of phish-
ing domains in December, which was probably
connected with the increased interest in online
shopping during this period, which also made the
criminals more active.

Ol----IIIII

July August  September October November December

® CCA

CHART 7 Number of phishing domains with IP addresses belonging to Polish networks, broken down into months The
phishing domains from the Global Cyber Alliance are marked orange, while the ones from other sources are marked blue.

PHISHING ENTERED INTO THE CERT POLSKA LIST OF
MALICIOUS DOMAINS

The domains that were introduced in 2022 into
the CERT Polska List of Malicious Domains3! were
divided into 14,799 IP addresses. Criminals attacking
Polish users used Cloudflare services to hide the real
server location; this provider was the owner of 11,196
IP addresses. Beyond the American companies and
home.pl, the preferred locations selected by crimi-
nals were Hostinger (Cyprus), VPS-UA and Hosting
Ukraine (Ukraine). For details, see Table 9.

The most popular companies impersonated by
criminals attacking Polish users included Facebook,

31 https:/cert.pl/en/posts/2020/03/malicious_domains/

InPost, Orlen and Vinted. Fake Facebook was most
frequently hosted on home.pl servers (almost 25%
of all domains). What is interesting, is that Amazon
and Cloudflare had a negligibly small share in the
hosting of phishing activities targeted at Facebook,
which may indicate that the latter blocked such
attacks. Phishing using the InPost image was most
often hosted on Cloudflare and Selectel (AS50340),
the Russian autonomous system. Impersonating
Orlen was also, to a large extent, associated with
Cloudflare, whereas the most popular autonomous
hosting system was the Ukrainian AS56851. Phishing
websites posing as Vinted were 90% hosted using
Cloudflare services.


https://cert.pl/en/posts/2020/03/malicious_domains/
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Item AS number AS name Number of IPs
1 13335 Cloudflare 11196

2 47583 Hostinger 490

3 12824 home.pl 350

4 56851 VPS-UA 221

5 16509 Amazon 202

6 200000 Hosting Ukraine 178

7 14061 DigitalOcean 148

8 14618 Amazon 134

9 16276 OVH 109

10 22612 Namecheap 95

TABLE 9 Autonomous systems with the largest number of IP addresses resolving from the domains included in the List
of Malicious Domains

The most popular top-level domains were .com, of the original domain, whereas in the case of .xyz,
pland xyz. The popularity of Polish TLD and .com low price of the domain is most probably the reason.
results from the higher efficiency of impersonation

Item Number of domains TLD
1 14654 com
2 9415 pl
3 8519 XyZzZ
4 3529 info
5 2434 site
6 2250 space
7 2079 net
8 1996 top
9 1574 eu
10 1049 online

TABLE 10 Most common top-level domains (TLD) included in the List of Malicious Domains
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Item AS number AS name Number of IPs
1 12824 home.pl 350

2 41079 Cyber_Folks 23

3 29522 Cyber_Folks 20

4 15967 Nazwa.pl 19

5 203417 LH.pl 15

6 16276 OVH 10

7 198414 Cyber_Folks 10

8 197226 Sprint 8

9 200088 Artnet S

10 5617 Orange 5

TABLE 11 Autonomous systems located in Poland with the largest number of IP addresses resolving from the domains

included in the List of Malicious Domains

MALICIOUS WEBSITES

Last year, we collected information about 7,903,498
URL addresses related to malware activity. 47,014 of
them were hosted in .pl, with 46,632 being divided
into Polish IP addresses.

We conducted a similar summary for malware-relat-
ed domain names; in the previous year, we recorded
589,219 such names. 5,204 of them were hosted in
pl, with 5,386 being divided into Polish IP addresses.
The list of IP addresses indicated by the majority of
pl domains is provided in Table 12. The addresses
in the list belong to hosting service providers and
Cloudflare. The most common address (217.97.216.17)
is associated with Orange Office, which over the
years has been used to host thousands of websites,
some of which were most probably taken over by
criminals and used for attacks targeting users.

The list of autonomous systems in which the largest
numibers of malware-related |IP addresses were
located is provided in Table 13. You can easily notice
that the Chinese autonomous systems definitely
have the highest share.
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Item Number of .pl domains IP address AS number Name
1 131 2179721617 5617 Orange
2 94 94.154.117.92 203417 LH.pl
3 65 37.59.49.187 16276 OVH
4 61 176.31.124.7 16276 OVH
5 55 94.154.117.156 203417 LH.pl
6 52 91.212.150.245 43350 nForce
7 49 188.114.96.13 13335 Cloudflare
8 49 188.11497.13 13335 Cloudflare
9 45 62.122.190.126 203417 LH.pl
10 44 62.122.190.67 203417 LH.pl
TABLE 12 |IP addresses hosting the largest number of malware-related .pl domains
Item. Number of IPs AS number Name Percentage of all addresses Share
in AS
1 108 383 4837 China Unicom 0,19% 27,34%
2 43307 13335 Cloudflare 2,64% 10,92%
3 40976 9829 Natgahcagk')gtneemet 0,76% 10,34%
4 35 466 4134 Chinanet 0,03% 8,95%
5 17891 17816 China Unicom 0,46% 4,51%
6 9511 46606 Unified Layer 0,97% 2,40%
7 6 690 16509 Amazon 0,02% 1,69%
8 3942 14061 Digital Ocean 0,15% 0,99%
9 3722 8075 Microsoft 0,01% 0,94%

TABLE 13 Autonomous systems in which the largest numbers of malware-related IP addresses were located
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SERVICES FACILITATING
DRDOS ATTACKS

In 2022, we were informed of 485,067 |P addresses
where services facilitating Distributed Reflected
Denial of Service (DRDoS) attacks operated; 464,513
of them were located in Poland. See below for the
list of services that could have been used for attacks
and were the most represented in the Polish Inter-
net. They are discussed further in the report.

The list below has more items than in the previous
year. This is due to the fact that we added new data
sources, providing us with information on new types
of services that we had not been tracking. For Ubig-
uiti and DVR-DHCPDiscover, the observation time

is visibly shorter than in the remaining cases. Data
concerning these services started to be provided
during the year.

We took into account IP addresses at which mis-
configured services are actually available, as well as
services that are available intentionally (e.g. public
open resolvers) and honeypots, as it is difficult to
distinguish between them on the basis of Internet
scanning data, and their total number is small.

A size of an autonomous system (AS) was estab-
lished on the basis of RIPE data valid as of 1 July 2022.

Item Name of Average daily Daily maximum Standard Observation
vulnerability/ open number of IP number of IP deviation time
service addresses addresses
1 resolver 25338 29901 1862 90,41%
2 SNMP 20472 21750 308 88,76%
3 NTP 15516 16931 873 90,68%
4 portmapper 15504 17197 1250 88,21%
5 NetBIOS 11 464 11996 636 89,31%
6 SSDP 9021 11512 950 89,86%
7 MDNS 3165 4 307 472 90,95%
8 mssql 1725 2 849 324 88,49%
9 ubiquiti 1711 1969 331 4821%
10 dvr-dhcpdiscover 1 405 3232 715 73,15%
11 chargen 147 264 14 90,13%
12 CoAP 33 41 3 92,54%
13 gotd 33 46 7 89,31%
14 xdmcp 23 34 3 90,13%
15 ard 19 32 3 91,78%
16 rdpeudp 10 30 4 90,41%

TABLE 14 List of the most common misconfigured services that can be used for DRDoS attacks. The standard deviation

value refers to the variation in the daily number of IP addresses observed over the year, where the total observation time

corresponds to part of the year for which we had information regarding a particular service.
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When analysing data on services facilitating DRDoS
attacks and services with known vulnerabilities, we
used a methodology similar to that first introduced
in the 2020 report. Also in 2022, we had incomplete
data from some autonomous systems at certain
periods of time. The problem concerned mainly
the autonomous systems belonging to Orange
(AS5617). We have noted extensive daily variations
in the number of IP addresses, alternating periods
of this number decreasing and increasing, and
related lack of stability. According to our analysis,
the most probable reason for this situation is that
Orange blocked some queries generated by large-
scale Internet scans performed by the Shadowserver
foundation, which is the main provider of data on
incorrectly configured and compromised network
services (more details on Shadowserver's activities
are available on the organisation’'s website: https://
www.shadowserver.org/what-we-do/). The problem
affects all the services analysed and, as in many
cases the share of AS5617 in the total number of IP
addresses for a given service is large, it significantly

affects the aggregate statistics. We decided to
correct the data using the method described in
detail in the 2020 report. If you are interested, we
encourage you to read that report for details. Next,
the tables and charts provided in the report were
developed on the basis of the corrected data.

Chart 8 presents the forecast trend for the number
of observed devices that can be used to run DRDoS
attacks during a year. The charts refer to seven most
frequently reported services.

As for SNMP, NTP and NetBIOS services, the number
of IP addresses remains at a similar level through-
out the year. A positive trend is a gradual decrease
in the number of devices related to the SSDP and
MDNS services throughout the year. For portmap-
per, a sudden decrease in the number of addresses
during the second half of the year is visible. Such
situations may result, for example, from updating
the configurations of machines at some service pro-
viders or introducing required traffic filtering rules.
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CHART 8 Most widespread misconfigured services that can be exploited in DRDoS attacks The chart shows variations in
the numbers of vulnerable IP addresses in Poland in 2022.
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OPEN DNS SERVERS

Similarly to previous years, in 2022 open DNS servers
(open resolvers) were the most popular services
facilitating DRDoS attacks. Despite their crucial
importance for the operation of the Internet, the
vast majority of DNS servers should not respond to
queries from the entire Internet, but only to queries
from a limited group of addresses.

In 2022, we received 6,152,112 reports concerning
147,391 IP addresses with activate open resolvers,
which constitutes a decrease by approximately
17,000 addresses in comparison with 2021, which
indicates a slight improvement. Currently, the daily
average number of addresses is 25,338. Throughout

2022, the daily number of IP addresses with this
service remained stable. Similarly as in previous
years, AS5617, i.e. the Orange network, dominated
the list of autonomous systems with the number
of addresses. For this autonomous system as well,
you can see that the daily average number of IP
addresses is steady, which has the greatest impact
on the general trend. As far as the other autono-
mous systems presented are concerned, the daily
number of IP addresses remains constant during
a year or the changes are insignificant. A novelty in
the list below in comparison with the previous year
is AS34859, showing that the very high percentage
of addresses (34%) that may be used for a DRDoS
attack is alarming.

Item AS number AS name Average Maximum Percentage of all
addresses in AS

1 5617 Orange 15253 18 913 0,27%

2 12741 Netia 1123 2273 0,07%

3 6830 UPC 605 930 0,02%

4 34859 Zyn Line 604 987 33,70%

5 12912 T-Mobile 546 839 0,05%

6 13110 INEA 471 510 0,28%

7 29314 Vectra 393 471 0,07%

8 8374 Plus / Cyfrowy 201 320 0,02%

Polsat
9 31242 TKPSA 260 284 0,23%
10 5588 T-Mobile 224 239 0,13%

TABLE 15 Daily number of IP addresses at which an open DNS server was detected, broken down into autonomous

systems
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SNMP

The Simple Network Management Protocol (SNMP)
has been created for remote management of
network devices. Its use is recommended only
in isolated networks that are to be managed. If
a service based on the SNMP is visible on the Inter-
net, in addition to the threat of unauthorised access
to the device, it may be used for DDoS attacks.

In 2022, we received 5,984,839 reports concern-
ing 125,159 addresses with activated SNMP, i.e. the
number of addresses decreased by approximately
30,000 in relation to 2021. The key indicator, i.e. the
daily average number of occurrences, was 20,472
addresses, i.e. the number increased by about 5,000
in relation to the previous year. Netia's AS12741 is

again at the top of the list. For this autonomous
system, at the end of 2021, we identified a sudden
decrease in the daily average number of IP address-
es that might have resulted, for example, from mod-
ifications in device configuration introduced into the
autonomous system of the operator. In 2022, this
number remained at a moderately the same level,
similar to the one at the end of 2021. Comparing the
average values from the entire years 2021 and 2022,
we can see a significant decrease by approximately
6,000 (22%) addresses. As in 2021, we noted a high
percentage of all addresses in AS for Net Center
(AS60920) and Digicom (AS57978); in both cases,
more than 20% of IP addresses distributed by these
autonomous systems had an SNMP instance open
to Internet access.

Item AS number AS name Average Maximum Percentage of all
addresses in AS

1 12741 Netia 2 403 2749 0,15%

2 5617 Orange 2041 2735 0,04%

3 20804 TELENERGO 849 916 0,35%

4 60920 NETCENTER 663 762 21,58%

5 56515 OXYNET 592 616 4,45%

6 199390 ALFAKS 488 508 15,89%

7 57978 DIGICOM 422 459 20,61%

8 41809 Enterpol 299 330 2,21%

9 6830 UpC 290 463 0,01%

10 199234 Komputerowe 253 276 8,24%

Studio Grafiki

TABLE 16 Daily number of IP addresses at which an active SNMP service was detected in a publicly available interface,

broken down into autonomous systems
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NTP

The Network Time Protocol (NTP) is a common
time synchronisation protocol used in computer
networks. However, publicly accessible NTP servers
making the monlist command available can be
exploited for DDoS attack purposes.

In 2022, we received a total of 4,958,992 reports
about 26,824 IP addresses, which constitutes a de-
crease by approximately 4,000 addresses compared

to the previous year. The daily average number of
occurrences was 15,516 addresses, which is com-
parable to the previous year. For this service, the
daily number of IP addresses averaged around the
same level throughout the year. The only autono-
mous system from the table below where a slight
downward trend was noticed over the year was the
autonomous system owned by Netia (AS12741). Sim-
ilarly to the year before, AS48956 stands out as we
recorded a high percentage of addresses that can
be used for DDoS attacks (nearly 10%).

Item AS number AS name Average Maximum Percentage of all
addresses in AS

1 5617 Orange 1732 2533 0,03%

2 12741 Netia 1170 1429 0,07%

3 5588 T-Mobile 971 1047 0,58%

4 12912 T-Mobile 816 1049 0,07%

5 48956 HYPERNET 445 515 9,66%

6 199715 MSITELEKOM 386 396 2,47%

7 20960 TKTELEKOM 300 328 0,12%

8 6830 UpC 281 419 0,01%

9 9085 SUPERMEDIA 258 270 0,61%

10 15694 ATMAN 215 230 0,29%

TABLE 17 Daily number of addresses where an active NTP service on a publicly available interface was detected, broken

down into autonomous systems.

PORTMAPPER

Portmapper is a low-level service typical for Unix
operating systems. It is utilised by higher-layer
protocols, including NFS (Network File System).
A publicly available portmapper can be exploited
for DDoS attacks.

In 2022, we received 4,811,561 reports concerning
47343 |P addresses with the portmapper service
available at a public interface. The daily average

amounted to 15,504 addresses, i.e. a decrease
by approximately 2,000 in comparison with 2021.
During the first half of the year, the daily average
number of addresses remained steady. In August
2022, we noticed a sudden decrease from approx-
imately 16,000 to 14,000 addresses. This value was
maintained during the subsequent part of the year.
This sudden decrease was caused by AS50599 and
AS20804. Such situations may result, for example,
from updating the configurations of machines at
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these service providers or introducing required
traffic filtering rules. As far as the remaining auton-
omous systems are concerned, the situation was
quite stable. Similarly to 2021, ATMAN (AS57367)
is high on the list, with an average number of P

addresses similar to the one recorded in the previ-
ous year. Data Space (AS57367) with a high percent-
age of infected IP addresses (more than 5%) is on
the list for the second consecutive time.

Item AS number AS name Average Maximum Odsetek wszystkich
adreséw w AS
1 57367 ATMAN 1321 1388 8,46%
2 16276 OVH 1319 2178 0,03%
3 50599 Data Space 662 1097 528%
4 20804 TELENERCO 644 1700 0,27%
5 47329 WDM 405 422 4,16%
6 59491 LIVENET 373 619 520%
7 12741 Netia 312 370 0,02%
8 197155 ARTNET 296 422 2,63%
° 50840 HITME 258 317 5,60%
10 35787 Internet Cafe 239 254 6,67%

TABLE 18 Daily number of addresses at which an active Portmapper service was detected at a publicly available inter-

face, broken down into autonomous systems

NETBIOS

NetBIOS is a low-level protocol used mostly by
Microsoft systems. It should be used only in local
networks. If it is available from a public network, it
constitutes a threat — not only in connection with
the possibility of using it for DDoS attacks.

INn 2022, we received 2,456,368 reports about 46,787
P addresses, which constitutes a decrease by ap-
proximately 2,000 compared to 2021. The daily
average number of occurrences was 11,464 address-
es and this is a value comparable to the previous

year. Throughout the year, we observed a steady
number of IP addresses with the NetBIOS service
activated. For none of the autonomous systems
in the top ten of the list in the table did we notice
a downward or upward trend. Similarly to 2021, the
two top places are taken by autonomous systems
belonging to Orange and Netia, with an average
numlber of IP addresses comparable to the previous
year. For each of the autonomous systems includ-
ed in the table, the percentage of addresses with
NetBIOS publicly available was very low.
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Item AS number AS name Average Maximum Percentage of all
addresses in AS

1 5617 Orange 6471 7989 0,08%

2 12741 Netia 581 646 0,04%

3 13110 INEA 136 152 0,08%

4 12824 home.pl 119 128 0,06%

5 8374 Plus / Cyfrowy Polsat 110 129 0,01%

6 12912 T-Mobile 106 159 0,01%

7 8970 WASK WROCMAN 105 153 0,16%

8 8267 CYFRONET 94 120 0,12%

9 5588 T-Mobile 77 87 0,05%

10 12423 TORMAN 77 137 0,23%

TABLE 19 Daily number of addresses at which an active NetBIOS service was detected in a publicly available interface,

broken down into autonomous systems

VULNERABLE SERVICES

This section presents statistics on services exposed
to attacks and vulnerabilities in services that may
result in information leaks. It includes services with
known vulnerabilities as well as services that have
not been configured correctly, allowing, for example,
unrestricted access from the Internet despite good
security practices or access to applications without
authentication. In 2022, we recorded 53,188,458
such observations concerning 967,503 IP addresses
in Poland.

The following pages present detailed information
about threats that occur most frequently in Polish
networks. The statistics were calculated in the same
way as in the subchapter concerning services allow-
ing the performance of DRDoS attacks. As regards
vulnerable services, the same problem concerning
low reliability of data obtained from AS5617 (Orange)
occurred, so the same estimation method was used.

The list below has more items than in the previous
year. This is due to the fact that we added new data
sources, providing us with information on new types
of services that we had not been tracking.

The most common vulnerable services with the
highest positions on the list include: RDP, TFTP and
Telnet. Such services are most often protected by
restricting access to them from external address-
es; therefore, the public availability of a service
may indicate a configuration error and a potential
vulnerability. However, just the fact that a service
is publicly available does not always mean that it
is vulnerable. For example, accessibility of an RDP
service from the Internet, provided its software is
up-to-date and correct security mechanisms are
enabled, does not constitute a vulnerability. Never-
theless, such an access method should be used only
if there is no other possibility. We recommend that
VPN mechanisms providing additional protection of
remote access services such as RDP or VNC should
be deployed.

The above idea is more difficult to implement in
the case of databases and similar applications
(Memcached, MongoDB, Elasticsearch, Redis). In
their case, public access almost certainly results
from misconfiguration and should be treated as
a vulnerability.
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Item Name of vulnerability / Average daily Daily maximum Standard Observation
open service number of IP number of IP deviation time
addresses addresses

1 FTP (cleartext password) 28963 31720 2841 91,50%
2 CWMP 25728 29 493 2748 91,23%
3 SSL-POODLE 23239 27 040 1783 90,95%
4 RDP 12 444 14 4775 635 91,78%
5 TFTP 11483 13085 321 89,58%
6 Telnet 9917 11573 1202 91,50%
7 BadWPAD 8516 9189 288 100%
8 ISAKMP 5097 6 569 993 89,58%
9 SMB 4803 6 538 1313 88,21%
10 VNC 3314 4803 327 90,68%
11 SSL-FREAK 3140 3960 495 90,68%
12 RSYNC 2254 2730 167 92,32%
13 NAT-PMP 1265 1662 225 89,86%
14 AFP 984 1179 75 92,32%
15 MQTT 753 861 26 92,32%
16 AMQP 654 705 26 92,05%
17 IPMI 631 757 80 91,78%
18 MongoDB 586 658 33 91,23%
19 PP 579 729 53 92,32%
20 LDAP 336 386 13 92,32%
21 Radmin 182 247 14 92,32%
22 Memcached 163 180 6 90,68%
23 Cisco Smart Install 111 123 6 92,32%
24 Elasticsearch 59 72 4 90,95%
25 Redis 56 79 7 89,86%
26 ADB 10 18 3 92,32%

TABLE 20 List of the most numerous services exposed to attacks present in Poland The standard deviation refers to

the variation in the daily number of IP addresses observed over the year. The total observation time corresponds to the

number of days during the year for which we had information concerning a given service.
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Chart 9 shows the observed pattern of the number
of devices hosting vulnerable services per year,
created using the IP address count approximation
method discussed above. The charts were plotted
for the seven most commonly reported services,
with the average number of observed IP addresses
exceeding 8,000.

Comparing 2022 to 2021, no significant changes
at the forefront can be seen. Similar services in
Poland are still exposed to attacks. We also have not

identified any sudden decreases or increases in the
numiber of IP addresses during the year. While ana-
lysing the chart, one may observe a positive trend
consisting in the gradual decrease in numbers of
devices related to the Poodle vulnerability, as well
as FTP, RDP and Telnet services, over the year. For
BadWPAD and TFTP, the daily number of IP ad-
dresses remains steady. The only exception is CWMP,
where there is a gradual increase over the year. This
probably results from the connection of new devices
allowing remote configuration at Netia.

CHART 9 Most common
services under threat The
chart shows variations in the
numbers of vulnerable IP
addresses in Poland in 2022.
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Discussing the vulnerable services, we decided to
divide the subsections concerning Exchange servers,
industrial systems (ICS/OT) and the HTTP service.
The data is presented below in separate tables.

EXCHANGE
This subsection provides information concerning
the vulnerable Microsoft Exchange servers. All the

vulnerabilities given in the table are Remote Code
Execution vulnerabilities, allowing the remote exe-
cution of code in the system under attack. For more
details on the issues related to Exchange servers,
refer to the indicated website [Critical vulnerabili-
ties in 2022 — > ProxyNotShell (CVE-2022-41040 and
CVE-2022-41082)].

Item Vulnerability Average daily Daily maximum Standard Observation
name number of IP number of IP deviation time
addresses addresses
1 CVE-2022-41082 347 408 29 3,01%
2 CVE-2021-27065 28 58 4 3424%
3 CVE-2020-0688 23 56 5 62,19%
4 CVE-2021-26855 14 28 5 92,32%

TABLE 21 List of most numerous exchange servers exposed to attacks in Poland The standard deviation refers to the

variation in the daily number of IP addresses observed over the year. The total observation time corresponds to the

number of days during the year for which we had information concerning a given service.

INDUSTRIAL CONTROL SYSTEMS

This section provides information concerning the
publicly available ICS/OT systems. No specific vul-
nerabilities were checked during scanning. Such
devices, however, should not be available from the
Internet. The list provides IP addresses the services
listed below are actually available, as well as services
that are available intentionally, including honeypots,
as it is difficult to distinguish between them on
the basis of Internet scanning data, and their total
number is small.
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Item Name of Average daily Daily maximum Standard Observation
vulnerability / open number of IP number of IP deviation time
service addresses addresses
1 S7 196 214 8 76,71%
2 Codesys 152 194 5 73,69%
3 Modbus 72 105 32 77,26%
4 EtherNet/IP 62 74 2 73,97%
5 BACnet 51 75 7 73,97%
6 Fox 24 30 2 76,71%
7 DNP3 18 53 5 75,34%
8 OPC UA Binary 15 30 8 71,78%
9 Omron FINS 12 18 1 73,12%
10 GE SRTP 10 14 1 70,13%
11 PC Worx 6 8 1 73,69%
12 MELSEC-Q 4 7 1 73,97%
13 ICCP 2 © 1 62,73%
14 EtherCAT 2 5 1 61,63%
15 IEC 60870-5-104 1 5 1 60,54%

TABLE 22 List of most numerous ICS/OT systems exposed to attacks in Poland. The standard deviation refers to the vari-
ation in the daily number of IP addresses observed over the year. The total observation time corresponds to the number
of days during the year for which we had information concerning a given service.

HTTP

This section provides information concerning ¢ Basic auth (loT) — as above. It applies to loT
systems with functioning HTTP service that may be devices.

exposed to attacks. The meaning of the vulnerabil-

ities given in the table is as follows: «  Zimbra CVE-2022-37042 - a vulnerability allow-

ing remote code execution.
« Basic auth - HTTP servers using Basic Authen-
tication. Credentials are transmitted in cleartext, -+ .git folder —a publicly available .git folder.
without encryption.



CERT.PL>_

NASK

ANNUAL REPORT FROM THE ACTIONS OF CERT POLSKA 131

Item Name Average daily Daily maximum Standard Observation
number of IP number of IP deviation time
addresses addresses

1 Basic auth 11141 16 004 1669 92,05%

2 Basic auth (loT) 3530 7541 1043 92,05%
Zimbra CVE- o

3 5022-27042 548 624 106 38,63%

4 Folder .git 537 588 12 16,43%

TABLE 23 List of the most numerous HTTP servers exposed to attacks in Poland The standard deviation refers to the

variation in the daily number of IP addresses observed over the year. The total observation time corresponds to the

number of days during the year for which we had information concerning a given service.

FTP

FTP (File Transfer Protocol) is a simple file transfer
protocol. FTP does not provide encryption (if FTPS
is not used) and may disclose sensitive information
and credentials. The described list contains publicly
available servers receiving credentials in cleartext.

In 2022, we received 9,584,306 reports concerning
85,947 |P addresses related to the publicly available
FTP service. The daily average number of addresses

was 28,963. Throughout 2022, a downward trend
can be observed. The difference between the be-
ginning and the end of the year is approximately
3,000 addresses. The downward trend is applicable
to the majority of the autonomous systems listed in
the table. The only exception is AS31242 for which
a slight increase was recorded during the year. The
very high percentage of addresses in AS48727,
where more than 40% of all addresses are vulner-
able, is alarming.

Item  AS number AS name Average Maximum  Percentage of all addresses in AS
1 12741 Netia 1963 2266 0,12%
2 16276 OVH 1427 1622 0,03%
3 6830 UpC 1085 1259 0,03%
4 12912 T-Mobile 988 1116 0,09%
5 9085 SUPERMEDIA 715 755 1,68%
6 8374 Plus/ Cyfrowy Polsat 590 662 0,04%
7 31242 TKPSA 585 678 0,51%
8 29314 Vectra 537 619 0,10%
9 13110 INEA 468 520 0,28%
10 48727 ADAMEK 413 660 40,33%

TABLE 24 Daily numbers of addresses at which an FTP service was detected in a publicly available interface with which it

was possible to establish a connection using a non-encrypted channel, broken down into autonomous systems
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CWMP

CWMP is a service based on the TR-069 specifica-
tion, which is most often implemented in home DSL
routers. It facilitates remote management of the
device by operators, e.g. firmware updates. Incorrect
implementation of this service allows an attacker to
take complete control over a device. This vulnerabil-
ity is exploited by loT botnets, for example, to infect
consecutive devices.

In 2022, we received 8,513,629 reports concerning
289906 IP addresses related to the publicly available
CWMP services. It is a decrease of approximately
300,000 addresses compared to 2021. The daily
average number of addresses was 25,728, which is
a decrease of approximately 10,000 compared to the
previous year. It should be pointed out, however, that

during the first quarter of the previous year, the daily
number of addresses remained at a significantly
higher level, which increased the average. A sudden
decrease occurred in February. Comparing the data
from the second quarter of 2021 to 2022, it can be
stated that the daily number of addresses remained
steady. Throughout 2022, an upward trend is notice-
able in the majority of the autonomous systems. The
increase over the year amounted to approximately
7,000 addresses. A significant share of the total
number of IP addresses for the CWMP services was
held by Netia, for which an increase was recorded
during the year, which has a great impact on the
general trend. The very high percentage of vulnera-
ble addresses in AS198766 and AS200125 is alarming
—approximately 32% and 17% of all the addresses in
these systems, respectively, are vulnerable.

Item AS number AS name Average Maximum Percentage of all addresses
in AS
1 12741 Netia 12 142 14 634 0,67%
2 44124 RYBNET 1439 1615 10,04%
3 198766 NBE;;?éSSLEOM 1377 1511 31,64%
4 21021 Multimedia 1001 1196 0,16%
5 44692 DOMTEL 731 795 3,32%
6 197227 PSM WINOGRADY 703 954 3,81%
7 50231 SYRION 690 1277 2,75%
8 12912 T-Mobile 675 863 0,06%
9 51337 DEBACOM 666 707 10,84%
10 200125 INTERTOR 524 621 17,06%

TABLE 25 Daily numbers of addresses at which a CWMP service was detected in a publicly available interface, broken

down into autonomous systems
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SSL-POODLE

Known SSL/TLS protocol vulnerabilities are still
quite common among users of the Polish Internet.
POODLE is definitely the most popular one and
facilitates attacks resulting in the disclosure of the
transmitted encrypted information.

We received 7,882,346 reports concerning 163,247
IP addresses. This value shows a drop by approxi-
mately 50,000 addresses in comparison with 2021.

The daily average number of addresses was 23,239,
i.e. a reduction by approximately 3% in comparison
with the previous year. As in 2021, for the majority of
the autonomous systems, a gradual decrease over
the year can be seen, or the daily number of ad-
dresses remained steady. For AS206417, a very high
percentage of vulnerable addresses was recorded. In
this case, the value of addresses exceeded 20%. As
in the previous year, AS59958 was at the forefront of
the list, with almost 6% of the vulnerable addresses.

Item AS number AS name Average Maximum Percentage of all
addresses in AS

1 12741 Netia 4 379 5454 0,26%

2 59958 P.HU MMJ 1151 1254 5,84%

3 43939 InternetlA 687 844 0,26%

4 6830 UPC 559 727 0,01%

5 31242 TKPSA 526 631 0,46%

6 12912 T-Mobile 472 648 0,04%

7 5588 T-Mobile 427 490 0,26%

8 206417 FRESHMAIL 412 459 20,12%

9 29007 PETROTEL 399 461 2,44%

10 29314 Vectra 395 577 0,08%

TABLE 26 Daily number of addresses at which an active SSL service with the POODLE vulnerability was detected, broken

down into autonomous systems
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RDP

RDP (Remote Desktop Protocol) is a Microsoft
proprietary protocol facilitating remote access to
graphic environments in the Windows systemes.
Although the RDP protocol guarantees convenient
access to systems, we recommend closing access
to port 3389 on external interfaces.

In 2022, we received 4,085,489 reports concerning
55,376 IP addresses (a decrease by approximately
40,000 in comparison with 2021) at which the RDP
service available in a public interface was detected.

The daily average number of addresses was 12,444
(decrease of approximately 2,000 in comparison
with 2021). For RDP, there was a slight downward
trend, which is reflected in the majority of the
autonomous systems. The decrease is small and
definitely less noticeable than the year before. At-
tention should be paid to AS201814 - in this case
the situation is opposite. There was an increase in
the number of addresses throughout the year. What
is alarming in this case, is the high percentage of
vulnerable addresses (almost 5%).

Iltem AS number AS name Average Maximum Percentage of all addresses
in AS
1 12741 Netia 860 1102 0,05%
2 6830 UpC 578 716 0,01%
3 16276 OVH 535 681 0,01%
4 12912 T-Mobile 487 602 0,04%
5 201814 SKYTECH 364 791 3,95%
6 9112 POZMAN 326 635 0,44%
7 13110 INEA 280 331 0,17%
8 8374 Plus / Cyfrowy 262 330 0,02%
Polsat
9 8970 V\/F;/(\S?ZSI\ETAN 253 362 0,39%
10 42927 S-NET 253 278 1,65%

TABLE 27 Daily number of addresses in which a RDP service was detected in a publicly available interface, broken down

into autonomous systems

TFTP

TFTP (Trivial File Transfer Protocol) is a simple file
transfer protocol. Due to the lack of a user authen-
tication mechanism, we do not recommend making
this service available over the Internet, as it may lead
to information leaks.

We received 2,640,900 reports concerning 66,260
IP addresses with available TFTP. It is a decrease
by approx. 20,000 compared to 2021. The average
daily number of addresses was 11,483, which is

a value comparable to the year before. The number
of IP addresses over the year remains at a similar,
stable level. No upward or downward trend can be
observed. This refers to all autonomous systems
presented in the table. Similarly as in the previous
years, particular attention should be paid to the
high percentages for the autonomous systems of
Spotdzielnia Mieszkaniowa “Poétnoc” in Czestochowa
(AS198000) and WIFIMAX (AS199510) — at 18% and
12%, respectively.



CERT.PL>_

NASK ANNUAL REPORT FROM THE ACTIONS OF CERT POLSKA 135

Item AS number AS name Average Maximum Percentage of all
addresses in AS

1 5617 Orange 4 909 7549 0,05%

2 198000 SMPOLNOC 1667 1931 18,09%

3 12741 Netia 469 531 0,03%

4 21021 Multimedia 264 314 0,04%

5 39507 IPIVISION 128 168 0,34%

6 12912 T-Mobile 116 149 0,01%

7 196927 RTK 113 953 1,38%

8 200125 INTERTOR 105 129 342%

9 5588 T-Mobile 102 112 0,06%

10 199510 WIFIMAX 94 97 12,24%

TABLE 28 Daily number of addresses at which a TFTP service was detected in a publicly available interface, broken down

into autonomous systems

HONEYPOT SYSTEM DATA

In 2022, we analysed data from the SISSDEN/Caprica
sensor system (for more details about the SISSDEN
project read for example the annual report for 2019)
which consists of several types of honeypots with
various levels of interaction. This is the method of
monitoring, for instance, login attempts, attacks on
SSH, Telnet and Elasticsearch services, attacks on
ICS/SCADA systems, as well as spam distribution
attempts. We identified 652,410,184 events from
1,172,091 different IP addresses belonging to 31,225
autonomous systems. The number of registered
events, broken down into months, is presented in
Chart 10.

During December, which is the month where we
recorded the highest number of events, on average,
we observed almost 117,000 IP addresses from
which connections to honeypots were established.
The highest recorded daily number of IP addresses
exceeded 143,000. It can be assumed that the ma-
jority of the devices responsible for such opportun-
istic attacks were infected with malware.
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CHART 10 Number of reported events, broken down into months

Taking into account all events identified by honey-
pots, we highlighted those from Polish networks.
In 2022, we received 3,005,754 such events from
37,438 |P addresses belonging to 1,043 autono-
mous systems.

The most common ports for which we collected
information about service attack attempts are pre-
sented in Table 29. The popularity of the majority of
the indicated ports results primarily from the com-
monly assumed assignment of the ports to specific
network services. That is why, on the basis of a given
port, we can with confidence determine the service
at which an attack was targeted. The high number
of registered attempts of attack on ports 37215 and
5555 may result from the vulnerabilities found on
Huawei and Android devices.

We also conducted a similar analysis for attacks from
Polish networks; more details are provided in Table
30. As can be seen, the majority of target ports are
common for both analyses, yet there are three new
ones. Port 6881's appearance in our analysis is prob-
ably caused by its use by Bittorrent. Ports 2323 and
81, on the other hand, are directly associated with
attack attempts — port 2323 is sometimes used as
an alternative port for Telnet, and port 81 was used,
for instance, for attempts to exploit vulnerabilities
in webcameras.
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ltem Target port Port description / service Number of events
1 23 Telnet 16358592
2 445 Microsoft-DS (Directory Services) 15576 205
3 22 SSH 12 697 467
4 80 HTTP 5578471
5 443 HTTPS 2913857
6 8080 HTTP (alternatywny) 2 536565
7 1433 Microsoft-SQL-Server 2112687
8 37215 Huawei Home Gateway 2 057253
9 8443 PCsync HTTPS 1909283
10 5555 m.in. Android Debug Bridge 1642 476

TABLE 29 The ten most attacked ports

Item Target port Port description / service Number of events
1 23 Telnet 8567
2 80 HTTP 4810
3 22 SSH 4021
4 8080 HTTP (alternatywny) 2 838
5 445 Microsoft-DS (Directory Services) 2674
6 6881 BitTorrent 1453
7 2323 rockwell-csp2 1046
8 443 HTTPS 964
9 81 HTTP (alternatywny) 950
10 5555 Personal-agent 871

TABLE 30 The ten most attacked ports from IP addresses from Polish networks
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MWDB

In 2022, mwdb.cert.pl enabled us to:
+ analyse a total of 373,000 malware samples;
+ obtain 14,500 static configurations;

* register 334 accounts for external malware an-
alysts; the platform has 1,176 users registered in
total.

Table 31 presents a summary of malware families
recognised by MWDB. Mirai was the one with the
highest detection rate; it is an loT botnet, with
numerous variants and configurations from 2022
having a significant share in the repository. The
subseqguent positions are taken by malware for
Windows, where, as in the previous years, 2022

was the year of the so-called infostealers, that is,
malware used to steal data (especially passwords)
from users’ computers. Another software type pre-
vailing in 2022 includes the Remote Access Trojans
(RAT), which allow the takeover of control of the in-
fected computers and the execution of any actions
on these computers.

The MWDB analyses pointed to such families as
XLoader (the successor to the Formbook family),
Agent Tesla, Lokibot and Remcos. A significant share
is also assigned to Snake Keylogger, also known as
404 Keylogger, which made its debut between the
end of 2020 and beginning of 2021%2. This relatively
new software family has been actively improved by
its developers.

Item Family name Number of executable files Number of unique configurations
1 Mirai 16720 3083
2 Formbook / XLoader 10951 1589
3 Agent Tesla 8438 2239
4 Lokibot 3968 942
5 Remcos 1536 756
Snake Keylogger
6 1231 384
(404 Keylogger)
7 AsyncRAT 637 468
8 Nanocore 525 299
9 njRAT 321 229
10 Cobalt Strike 278 183

TABLE 31 Ten malware families with the highest number of samples determined by MWDB in 2022

32 https://www.fortinet.com/blog/threat-research/deep-dive-
into-a-fresh-variant-of-snake-keylogger-malware
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CHART 11 Ten malware families with the highest number of samples determined by MWDB in 2022
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